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® CHEONG WA DAE, “National Cybersecurity Strategy”, National Security Office:
April 2019, pp. 6-8.
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5. nstdugiharusauiiessninaUsamaduanusiunmslees (Lead

International Cooperation in Cybersecurity)
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the Protection of Information and Communications Infrastructure %3® Electronic
Government Act usu ngmnenasatuldiinsufuususlufsdslunaideniiels



&

winzanivanunsaliagiudadudasieuulovsuaznisiiuguassduUsenanise
ANutuAIneleiuatodaliuseansam asulasail®

. Special Act on the Prevention of Telecommunications-Based

Financial Fraud and Refund of Fraudulently Obtained Assets®
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« Santiago Paz et al., “Executive Summary”, National Cybersecurity Law,
Governance, and Infrastructure: IN THE REPUBLIC OF KOREA: 2024, pp. VII-IX.

€ Act No. 19418, May 16, 2023

° Article 1 (Purpose)

The purpose of this Act is to prescribe Government measures to prevent loss
and financial companies' responsibilities for the prevention of loss in an attempt to prevent
telecommunications-based financial fraud, and to stipulate procedures for extinguishment of
claims for accounts exploited for fraud, procedures for the compensation of loss, etc. in order to
compensate loss to victims of telecommunications-based financial fraud so as to contribute to

the prevention of telecommunications-based financial fraud and rapid recovery of property loss of victims.
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” Act No. 20069, Jan. 23, 2024.

“ Article 1 (Purpose)

The purpose of this Act is to contribute to improving citizens’ lives and
enhancing public welfare by facilitating utilization of information and communications networks,
protecting people using information and communications services, and developing an
environment in which people can utilize information and communications networks in a healthier

and safer way. <Amended on Feb. 4, 2020>



&)

onafuayussAnsivszneuieliuinisuazdliuinisteyaasaumalaznisd oas
iieduasesteyauazuniessmvuluiaietvansaumataznisdeansfang

o.a N1sAMuUauleusdwasun1slidusslevianiaTavdedaya
ASEUNALAZNISAE 865 WazNNSAUATET Y ARNIAUWA (1AT1 @ $FUUATIININTENIN
Inermaniuaz ICT 139ANEATIUNITNITABA1TUMANME (Korea Communications
Commission) futidifmuaulevisiiennssingrusesiudsaudeyaarsaumalagiiu
n1sdaasun1sldusleviannieiediedeyaasauma UuIsIANITALNITALTEIY
wdetnefinanetediaiosnm uazdunsowlivinig lneuleueisguunsdmuatusod
azdeaiieriumsiankarmsseunsmaluladfiisadesiuinietnedeyamsauma
LAYANTADENT MIMMUALINTTILVBALAT BT By TaUIMALATNNSADaNT N1TdATY
mslduszlovinnaienedoyamsaumauaznisdoas nsafuayunisuvstiuteya
WuLA3 oY ety aasaumALaYATAeas sduasunsldanudumesidn nsduases
wnvuluedetiedeyamsaumataznnsdoans msiauuaznseunsmaluladingiady
Fog i s M%@?{ﬁuimé’mﬂmﬁaﬁa%’wﬁyﬂmBLMﬂIuIaﬁﬂ@zgﬂﬂizﬁwﬁw%'a Al
mssnszfumLaonssuaraideiiovenietnetoyamsaunanagsdeans s
Fesduiidndudmiunsdauasunislivsslovinnaiediedeyaasaumauaznisidoans
warn1sAuATesdeyaarvaumna lnsulguigduaiunisidussloviainiaiaviedaya
AIAUNALAZNIA DA D IABAAABITULH UL UNTBYAM TAUNALNIIRRAAT ' WiAd
Framework Act on National Information

0. MINAUINAILLAE (11A51 ©) STUUATIINIINTENTIANIANENT
uay ICT o1aueuvnglvansuidefiiendasnuiingrunedmun dudulasinsfnuise
uaziann anusailomamaia msdeveamalulad mslimuugimanaia Woduaix
myameluladuargunsalfiieadesiuiesornedoyamsaunauaz insdoans lnegua
’m%L‘fJu@lﬂﬁUﬁHUQuﬂizmWmLLﬁﬁmﬁu?ﬁﬁL‘ﬁ'aﬁﬁLﬁﬂiﬂ‘iﬂﬂﬁﬁﬂ@ﬁ%ﬂﬁﬂﬂﬁlﬂﬁ

o.€ 1nsn1sdasiunazinuiauiunsysaIettedeyaa saume
wazn1580a1s (1091 <& Hauns @a) (o) Anualiilvuinisividifuunuinsns
Josfuiioatrnafivsnmvasdoyalnefuuimajoaiasevaguisnasnisdunenin
fumadn wazdiumsuIng Wedssdunsdndedeyalaglildsueyann uazdestu
ns¥lvantedautaudlutoyatu (o) fmualigliusmauiets “dmiiidumnuiung
yostoyaansaumeAsziuga (Chief Information Security Officers)” Lilauaumsngliimua
uwrunstesiu asrraeularUsuUTweimuakazinufUalunmstesiuteya seyuasyszidiu
AnudsaiiRedesiunstesiudeya nasnaumsguarnusiunsuazUaonfovesszuudoya
(o) AMUAIIRINNSNSALATEIAUETEYA (Data Centers) tlolnssduauesdssiuie
AnazmINsuTeyaa saumAlazn1sAeasiiaiosnn uas () Muusliiinisiusesszuy
mif{‘f@mimmﬁumé’m%’azﬂamiamm (Certification of Information Security Management
Systems) B43guUATINIINTENTIINEIMAnT LAY ICT 91alvinnssusesszuuRana LA
UfTRmmnesguiidueliasuiau el Weassanuideshluadesnmveaedode



0.5 N1IHIUNTATEYIRANLBLIUBT (11751 &= DIWINT Ex-ln)
AnunesmuaT Iy ARslansziinsna Wi eynsnidnalued ededeysmsaumanaznis
doanslaglaiTansudenseyinAunidnsildsu suvsimuaunisians wily faulas
visouasuuUastoya viisunsnszarelusunsuludnuariidunisinvuinamsinuvesssuy
foya wiolusunsy uenant nguaneldywmnefiasduasesmudulnedmuaiuyenals
drsaudla hlvlflaefiveyu vidoamedeyavesynnaduiidaiveglunietnedeyaasauma
waymsAoans nuwhuAununadeyarenyenadulasmavaenamiesomiliyanaduy
TideyanuaIety

0.0 NMIABULA MITNBNU WATMINATIE ({1091 <=-lo DINNT C=-a)
AMUA 3 FUUASIINITNTENTIINEMERTRag ICT Jaiuinsnisnauldsogufnisal

' £ '
a = a

ARnTuRnfumsiuaseniuvesoniines Wy mafeuseviodaminnnmsniau ua
el I3 nsdindaf sneaug YAn1saivslawediiiad usefsuusidimanssnang
Inenmansuas ICT viemhsnusudumesidauazanusiunausianima (Korea Internet
and Security Agency) uarimusliinisinsgiammuesniningiimaniiiieflazuyads
audemeuazinasmsfisuiulunsiBesaudemeuasdestuiilfgiinisaliiatu
4130

0.@ UNNUUALNY (Penalty Provisions) (11051 eo 0911751 o)
fvuslnweguasinwliumanaseslidmiunsdnsgynnuiafsaduiniedieteya
asaumALazNNSAeaNT WU fvualnudianliiu o 3 niouiulifu wo dureu dmsu
Anuiiagiuvaeslusunsuiissiesioirdente viormualnwuiumaUnaseslsitiy mo A1uiey
dmsumuRamamada wu liuseds Chief Information Security Officers \Juu

m. Act on the Protection of Information and Communications

Infrastructure®
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“ Act No. 20068, Jan. 23, 2024

°° Article 1 (Purpose)

The purpose of this Act is to operate critical information and communications
infrastructure in a stable manner by formulating and implementing measures concerning the
protection of such infrastructure, in case of an electronic intrusion, thereby contributing to the

safety of the State and the stability in people‘s lives.
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yngauin Mansgvilafiiunislauilassadsiugudeyaasaumaasnisdomsiaenis
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7% Article 2 (Definitions)

The terms used in this Act are defined as follows:

1.The term "information and communications infrastructure" means electronic
control and management system related to the operations for the national security,
administration, national defense, public security, finance, communications, transportation, energy,
etc. and information and communications network under Article 2 (1) 1 of the Act on Promotion
of Information and Communications Network Utilization and Information Protection;

2.The term "electronic intrusion" means any act of attacking information and
communications infrastructure by any of the following:

(a) Means of hacking, computer virus, logic or email bombs, denial of service,
high-power electromagnetic waves, etc,;

(b) Means of installing a program, technical device, etc. that enables to
circumvent normal protection and authentication processes for access to the information and
communications infrastructure in the information and communications infrastructure;

3.The term "cyber security incident" means a situation took place by any act of

electronic intrusions.
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°° Act No. 14572, Mar. 14, 2017

" Article 1 (Purpose)

The purpose of this Act is to contribute to the realization of a sustainable
knowledge and information based society, and to improve the quality of life for the nation by
prescribing matters necessary for the establishment and promotion of the basic direction of

national informatization and policies relevant thereto.
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¢ Act No. 14914, Oct. 24, 2017

¢ Article 1 (Purpose)

The purpose of this Act is to facilitate the efficient realization of electronic
government, enhance productivity, transparency and democracy in the public administration, and
improve the quality of life of citizens by providing for fundamental principles, procedures,
methods of promotion, and other relevant matters for the electronic processing of administrative

affairs.
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% Act No. 21205, Dec. 17, 2026

°? Article 1 (Purpose)

The purpose of this Act is to ensure the safety and reliability of electronic
financial transactions by clarifying their legal relations and to promote financial conveniences for
people and contribute to national economic development by creating a foundation for the sound

development of the electronic financial industry.
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°% Act No. 18519, Oct. 19, 2021

°% Article 1 (Purpose)

The purpose of this Act is to provide for matters necessary for the organization
and the scope of duties of the National Intelligence Service and for its efficient performance of

national security service.



olcd

<. unggy

nanlagagy inwaldidund sluuszned §nmsfmuaulouiouagansnis
yangrnefidertesturnutuasmlsuestiosatanu vludvesmstiostuuazdsuds
amgnssuNIsaenatimslsues (cyber scam) wagnsadaadssninuasanuu1dode
Tushummsiunmdlaues Susandiviuiermmszminesssuaiiiauddnyiumejmne
flagdndomalstlonivesUssmafuasAunsemynd AuresUszanau nvisulsunsuas
nVANERN m%malﬂmwaaﬂmuuum'ﬁﬂiwiﬂwuamEJLLaummmmmimmaaummim
AAnTusgegvaiiane inmalddaduiegeiiaAussmalneagld@nuiaunnisuasFous
Toruazdoduiimivuloueuaznasmamangrneitefisudsaiunuiuldindituuiun
luszmelnasalulalusuian




