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 REPORT OF THE SELECT COMMITTEE ON DELIBERATE ONLINE FALSEHOODS - CAUSES, CONSEQUENCES AND COUNTERMEASURES,
Presented to Parliament on e« September boes, COMPOSITION OF THE SELECT COMMITTEE (as at @ September boes)
The Select Committee was appointed by resolution of Parliament passed on @o January boew.

€ REPORT OF THE SELECT COMMITTEE ON DELIBERATE ONLINE FALSEHOODS - CAUSES, CONSEQUENCES AND COUNTERMEASURES,
Presented to Parliament on e« September boew.
® REPORT OF THE SELECT COMMITTEE ON DELIBERATE ONLINE FALSEHOODS, Page m, o, &o, &lo
? (o) Real risks of “slow drip” falsehoods causing long-term damage to society.
bbo. Singapore’s diverse society provides fertile ground for insidious “slow drip” falsehoods to cause longer-
term damage to society that may not always be visible, until too late. The dangers of “slow drip” falsehoods were elaborated
on by various expert representors. The Committee also received firsthand and expert evidence on how such falsehoods have
manifested in Singapore.
boe. “Slow drip” falsehoods. Expert representors repeatedly warned of the insidious “slow drip” effect of
falsehoods on our society. In the words of Dr Mathews, a researcher who has examined issues related to social cohesion for
over a decade, it is “in our everyday lives where deliberate online falsehoods could harm our social cohesion.” He explained
that “low-level” falsehoods could raise tensions little by little; emotions may not be high initially, but falsehoods could
make them stronger.
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¢ Specific Recommendations ¢<o. The Committee recommends measures to achieve the following objectives:
a. Nurture an informed pubilic;
b. Reinforce social cohesion and trust;
c. Promote fact-checking;
d. Disrupt online falsehoods; and
e. Deal with threats to national security and sovereignty

“ REPORT OF THE SELECT COMMITTEE ON DELIBERATE ONLINE FALSEHOODS, meo. Engage in cross-border fact-checking. Mr
Nugroho and Ms Yang emphasised the importance of taking a regional approach towards fact-checking. Mr Nugroho shared
about Mafindo’s involvement in the Asia Pacific Fact Checker Network, which handles cross-border debunking of falsehoods.
In Mr Nugroho’s view, this is important given how falsehoods which begin in one country can spread easily to others. Ms Yang
also proposed that there should be a regional fact-checking task force set up in the Association of Southeast Asian Nations
(ASEAN) to support the work of fact-checking bodies like Mafindo, similar to how the EU East StratCom Taskforce was
established in 2015 to counter foreign disinformation operations.
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“ Protection from Online Falsehoods and Manipulation Bill Act boe, Section &, The purpose of this Act is -

(a) to prevent the communication of false statements of fact in Singapore and to enable measures to be
taken to counteract the effects of such communication;

(b) to suppress the financing, promotion and other support of online locations that repeatedly communicate
false statements of fact in Singapore;

(c) to enable measures to be taken to detect, control and safeguard against coordinated inauthentic
behaviour and other misuses of online accounts and bots; and

(d) to enable measures to be taken to enhance disclosure of information concerning paid content directed
towards a political end.

°° PART & PRELIMINARY, “bot” means a computer program made or altered for the purpose of running automated tasks.
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° PART b (1) Where an inauthentic online account or a bot is used —
(a) to communicate in Singapore the statement mentioned in subsection (@); and
(b) for the purpose of accelerating such communication, the person who is guilty of an offence under that
subsection shall be liable on conviction —
(c)in the case of an individual, to a fine not exceeding $@oo,co00 or to imprisonment for a term not
exceeding eo years or to both; or

(d) in any other case, to a fine not exceeding $ @ million.
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“ PART lo PROHIBITION OF COMMUNICATION OF FALSE STATEMENTS OF FACT IN SINGAPORE, Communication of false statements of fact
in Singapore, ¢J.- (@) A person must not do any act in or outside Singapore in order to communicate in Singapore a statement
knowing or having reason to believe that —

(a) it is a false statement of fact; and

(b) the communication of the statement in Singapore is likely to —

(i) be prejudicial to the security of Singapore or any part of Singapore;

(i) be prejudicial to public health, public safety, public tranquillity or public finances;

(iii) be prejudicial to the friendly relations of Singapore with other countries;

(iv) influence the outcome of an election to the office of President, a general election of Members of Parliament, a by-
election of a Member of Parliament, or a referendum;

(v) incite feelings of enmity, hatred or ill-will between different groups of persons; or

(vi) diminish public confidence in the performance of any duty or function of, or in the exercise of any power by, the
Government, an Organ of State, a statutory board, or a part of the Government, an Organ of State or a statutory board.

® (Iv) In this Act — (a) a statement of fact is a statement which a reasonable person seeing, hearing or otherwise
perceiving it would consider to be a representation of fact; and (b) a statement is false if it is false or misleading, whether

wholly or in part, and whether on its own or in the context in which it appears.
o Meaning of “in the public interest” &. For the purposes of this Act and without limiting the generality of the

expression, it is in the public interest to do anything if the doing of that thing is necessary or expedient —

(a) in the interest of the security of Singapore or any part of Singapore;

(b) to protect public health or public finances, or to secure public safety or public tranquillity;

() in the interest of friendly relations of Singapore with other countries;

(d) to prevent any influence of the outcome of an election to the office of President, a general election of Members of Parliament, a
by-election of a Member of Parliament, or a referendum;

(e) to prevent incitement of feelings of enmity, hatred or ill-will between different groups of persons; or

(f) to prevent a diminution of public confidence in the performance of any duty or function of, or in the exercise of any
power by, the Government, an Organ of State, a statutory board, or a part of the Government, an Organ of State or a statutory board.
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