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Origins

UNODC tasked by UN Member States via the Commission
on Crime Prevention and Criminal Justice in 2010.

Established an Open—-Ended Intergovernmental Expert
Group on Cybercrime in 2011.

Published, in draft, a Comprehensive Study on Cybercrime
in 2013.

Established a Global Programme also in 2013.
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Commencing the Global Programme on
Cybercrime

Focus on Capacity Building and Technical Assistance.
Funded entirely by donors.

Commenced in 2013.

Challenges in 2014-15.
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The Programme Today
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Funded entirely by Donors
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Global reach, Local delivery

s

South Sudan

Ethiopia

Guatemala
Huehoeensogo o
PR Honduras "™ ¢ J"g)a
L e fou Jutcalpa
2 Guntemala >
147 Tegucigalpa py
® v
El Salvador
ana»yun 5
M99 Nicaragua Uganda
C Kampala
Kenya
JJ Nakuru Y
Olenguruones

o
Nairobi
®

Mombasa
(o]

Tanzania  Dares Salaam

Lubumbashi
(]

Eastern Africa

Vienna HQ

)
Taiwan

-
Myanmar Hong Kong
(Burma) &2

Thailand Saiith
China Sea
gkok

Somalia NPNHAWUAT Catanduanes

® Philippines
Mogadishu Andaman Sea

G Gulf of
Thailend Palawan Negros,
Mindanao

Basilan
,;}ngsia

Kuala sumpur Celebes Sea

Visayas

Singapore

Indonesia
Java Sea
Banda Sea

South East Asia




Technical Assistance, Capacity Building,
Prevention, Diplomacy, Cross—
Government, Cross—Society, Working in

Partnership
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Building a cross-government response

Diplomacy: working with Permanent Missions to the UN and Ministries.

Policy: Ministries of Justice, Communication, Foreign Affairs, Home Affairs,
National Security, Education---

Law Enforcement: National Police, National Security, Local Police,
International Law Enforcement and Intelligence.

Prosecution / Judgement: State & National Prosecutors and Judges.

Prevention: Ministry of Education, NGOs, Faith Groups, Private Sector and
more.

#WePROTECT National Model Response
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The Programme in Central America
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El Salvador and Guatemala

El Salvador since 2014, Guatemala since 2016.

El Salvador now has a National Cyber Crime Unit
within the National Civil Police.

Designed and equipped in collaboration.

Officers are selected, trained, mentored and then
trained as trainers.

Regular ongoing training and mentoring.

Operational, tactical and strategic impact.
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Building upon the excellent work of UNICEF and the
#WeProtect Global Alliance.

Equipping and mentoring.

Online and offline training. - Y

Working with bilateral and international partners

including the International Centre for Missing and
Exploited Children (ICMEC).
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The Programme in South East Asia
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South East Asia

. Recruitment of specialist counter—cybercrime P3
post in Bangkok — with regional command and global
reach.

. Significant focus on countering online child sexual

exploitation and abuse.

. Working in complete partnership.
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Current and developing partnerships
for the UNODC Global Programme on
Cybercrime
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Challenges

e Staffing & Funding

Investigative,
darknet / hidden—services

TRUSTED DARKNET MARKETS:

Dream Market a AlphaBay Market
N1

Dream Market AlphaBay

Established: Nov 15, 2013 Established: Dec 22, 2014
txocghwdsnfSiu onion ‘ozh7ohdjgderi onion
-Invie (Required) -Invte {Required)
“Forum “Forum
Short Link: driJ/Dream Short Link: drAB

ALL OTHER DARKNET MARKETS:

These markets are not as wel established as the above “Trusted Markets™

Agora Marketplace Abraxas Market

Established: Dec 3, 2013 Established: Dec 13, 2014
abraxasdequpusel onion
At i
-forum
Short Link drk lABraxas

Outlaw Market

Established: Dec 29, 2013

-Eorum
Short Link drkJUOutiaw

Crypto Market

Crypto Market

Established: Dec 22, 2014
eryptomkigxdn2zd onion

-Forum

Short Link- drk.JICM

prosecutorial

East India Company)|
East India Comy]

Established: Apv 2,

Short Link: driclig

Middle Earth Mark

and adjudication capability:

Where and how to find kids to have sex with.

Links, Guides & Security
Everything you need to keep you safe, and well informed in the pedo
world.

Boy Pictures
Pictures of delicious little boys.

Child Boards: Boy Toddlers £33, Male Jailbait ©53, Requests £

Girl Pictures
Pictures of yummy little girls.

Child Boards: Girl Toddlers C53, Female Jailbait ©52, Requests £

Adult
Pictures of 18+ pornography, as well as gore & torture.

JEOS
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Mapping the Dark Net..?
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Moving Forward Together

* New UNODC counter—-Cybercrime Mentor in Bangkok (late
2016 / early 2017)

e Initial funding for 12 months

e Collaborative Strategy: early open, honest, trusted
partnership

 Build on national, regional and international momentum: use
UNODC’ s niche capabilities

* Niche capabilities to support partners
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Key Points

e We work only in partnership, not competition.

e We will blend our unique capabilities and build momentum
and impact across agencies — sharing resources and skills
will be the norm.

 We will play our part in making a tangible difference.

 We will de—conflict and minimise duplication.

 We play our part in keeping people, and society, safe.
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Thank-you

The UNODC Global Programme on Cybercrime
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