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“You knozw, you can do this just as easily onfine.”
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E-banking service

« From 1 factor authentication > 2 factors
authentication (OTP, Token)
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1 factor authentication

* Phishing

 Next ATM card no.

- Call center social engineering
 Trojan Hack &Keylogger

- Trojan Hack &Remote access
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Next ATM card no.
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Call center social engineering

Social Engineering

* Includes extensive research information (legal and illicit) about an enterprise, which is
gathered and usad to exploit people.

+ Successful social engineering results in partial or complete circumvention of an enterprise’s
security systems. The best firewall is useless if the person behind it gives away either the
access codes or the information it is installed to protect.

+ Social engineering principally involves the manipulation of people rather than technology to
breach security,

Attacker

Internet
Back Office Firewall 2002 GartnerG2
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Trojan Hack &Keylogger
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Trojan Hack &Remote access
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Any Account Hacking

- Password Cracking

Systems Hacking/Reset Password
Malware

Social Engineering
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2 factors authentication (OTP, Token)

(A SMS social engineering

(A Mobile App./Malware

QSIM card changed

JToken hacked/Man in the Middle
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Hacking Systems Model

O Business Process
O Man
0 Machine

3rd Parties
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Inside out vs. outside in
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Achilles' heel — paradox
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* Fraud detection system (alert)
« Suspected transaction

« Error by intention/unintention
+ Guess

« Trying

*  Proxy

 Place /time

« System review/assessment

« Keeps your customers Aware. (KYCA)

Contingency plan

War room

Response team
Investigation team
Scenario simulation
Thinking like a thief
CCTV

Synergy with another
Data sharing

Connection
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wifla (Victim)
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LUYUANULA £ el
Qvinhiidaada
QvinWidanswel

ivenuIsn1s (B2M)
dBusiness Process
dMachine
dMan
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huunanistanyszuu (Hacking)
-Website
-Email
-Any Account
-Systems
35115
1. Password Cracking
2. Systems Hacking
3. Malware
4. Social Engineering
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A1stNrscuu (Hacking)

1.Password Cracking
d Don’t use for Password

O Birth Date
d Phone Number
(d Name, Surename or Nickname
d ID Number
 Address
4 Ect...
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A1stNrscuu (Hacking)

2.Systems Hacking / Account Reset
O Systems
O Email
1 Bank Account
[ Social Media Account
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A1stNrscuu (Hacking)

3.Malware

QVirus :" "o

dWorm | e |

dTrojan | :

Spyware : ;
QHybrid Malware Payload | | Username
Malware: ! Password

- - .

.
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A1stNrscuu (Hacking)

4.Social Engineering

4.1 Human Based
dTelephone, Online
dDumpster Diving
dShoulder Surfing
dReverse Social Engineering

4.2 Computer Based  pauem RO IRl

File Attachment
dPhishing

Because there is no patch
for human stupidity
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Google Drive. Keep everything Share anything
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| Vas Passae

To View shared document i
you are required 10 Login with your emai address below "

st rous evml grevede Letw and agr

YaHoO! (;M il o &
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- Tauad luns9AunTa s
- levachifiaanwniaviuaang
>l
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User B

@ AELIUATIRUAN
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2. Romance Scam
- International Scam
- Local Scam
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3. Email Scam

avlatiisng

g98 wiaulasnnieyd
M5 aUNY

Phishing Email aa
(ainle)

nauR UNNLT o uas
NI ana

AUNIIUAISIRLUIZ6 &

Royal Thai Police

User A User B
Buyer Email Server Email Server Seller
iy | -
( ) Send L Send (_N\'
Al Exchange % AA
_

\“—) Receive \/(’ \/(’ Receive _)
User A User B
usera@abc.com ., | userb@def.com

! < ......... a
Hacker
Email Server
@det.com
User A User B
Buyer Email Server Email Server Seller
i c
g _ﬂ) %] - eExchange %1 Send /E }
Ill b‘ A )
\ Receive \’() AN Recelve
User A ~ 9 User B
usera@abc.com b 24 userb@def.com

of
*

<" Read Email
User B

\
Read Email \
User A
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4. Aauazrnsnssvintanudaviaid aaiitia (Social Media)
4.1 "MNKRNRAN
4.2 8
4.3 mslarannuda wasvinbidada
4.4 TWSETVE L2 anan bivingau
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6. ALANAININNSTTLUUNIIAITIIU

“*Bank , E-Banking

“*Non-Bank
-True Money ..
-mPay Ay
-Rabbit
-Paypal , Paysbuy
-Apple Gift Card
-Apple Pay
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wifla (Victim)
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Hacking Systems Model

O Business Process
O Man
0 Machine

3rd Parties
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Awareness

Personal
Computer Security
Awareness
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