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-innovyation/
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#eu 1N @) “made in China®” o) MsaLLaduRADUAULIANTTY (innovation-driven
development) a) I0T" &) 8wnosiin @) n133nvigrudeyavuinlng (big data) uag o)
AMTITBLazHAIUIAIUINEIAEnswazalulad (scientific and technological R&D) Moty
2 a Gy =& v Y] 1Y)
HOUNINYIAY A.A. boed AMEYUNUAS (The State Council) FaudulAstasiamanuassguia
nelanssareuitadiulsauaiuimaardeaiulunisiauinisiddumnesids “Guiding
Opinions on Vigorously Advancing the “Internet+”Action” &slvmuddgyiulayausshivg
TugnuzaisfandnidAyusznamils wenaIntl GauruaIumuNIsiRIuITEnIUsEmAl sy

Aagwsanidgniud g dnnguranengumaunynisiiey denguineasisuge
nanumineaTaERn1saIRy dUnuANENIINNTNgYHN

“Innovation Centre Denmark Ministry of Foreign Affairs of Denmark Report by
Innovation Centre Denmark, “China Al healthcare”, 2020, i &-&, AuAuiile e SR bEoe, 910
https://icdk.dk/-/media/websites/icdk/locations-reports/shanghai/2020 ai-healthcare-report.ashx

“ymsAans “Made in China 2025 (MIC 2025)” fiidvsneisusuiuasuuuinisnisnan
vosuifioiiy “widwmdnaudgnaunssudiinisliinaluladtugs

"1 10T w3 edumesidalunds (Interet of Things) nanedaa3etssIuvesgunsel
Adoudefstutazmalladiisnneanuazmnlunisdearsseningunsalfuszuuaans naendusening
gunsaleiiules, https://aws.amazon.com/th/what-is/iot/



Inenrans walulad wazuinnssu “The 13" Five-Year National Science and Technology
Innovation Plan” saenauukuiu/lasinisvuialuaaiuinerrians wmalulad wazuinnssy
2030 “Mega projects for Science and Technology Innovation 2030” G?fﬂﬁ%ﬁumimaumu
ﬁ'aL%“aagm%’a;gasuumﬁlmg gRavnIsuAgITUTEUUSIRTeY Lasvuoudde

TUouNINgIAN A.A. boos AMEUNUAT LAHEWNSwRUTLIgAtralunslY
ﬁmmﬁﬂisﬁwj “Development Plan on the New Generation of Artificial Intelligence” Favh
WUyarUszdugnateidugnsamians seaueid wazludoungadnieudideadu
nsgnTvingeaniuazaluladldonssdumstauniiiososfugnsemanidana1nlasnsia
AENTTINSTIUI B sUsEnoUMEdldnmysunsfnuuazaaenyudiiideldes 19y Baidu
Alibaba Tencent iFlytek Horizon Robotics waglulf ous uinau NITNINYAAINNTTA
wazimaluladansauimala LHgULWT WNU91U “ Three-Year Action Plan for Bolstering the
Development of the Next-Generation Artificial Intelligent Industry” Lﬁ@ﬁﬂLﬁ%NLLasﬁﬂuauu
1‘1)7%@‘14;313?35@'&@ﬂé’huqmammiuLﬁaaﬁ’uﬁmmwszawi AU ULADULBIEY A.A. boow
dNIUNA1EN LT U515 uT§UTE WU (General Office of the State Council)
Ifauedefniiuiioatuayunsimudumedidaiednnldfunsnwaguniw “intermet plus
Health Care” Bnitadsfifouuzaingng 1 itelianttudunsunnduazansisaguinluldifiete
nszdumslidumesidauazmaluladarsaumai overenislivinnsdunisunnduas
ansnsugy Taisssuunsliuimslasysunisiinmsliuinisuuuideadeudeduiniods
wazilifoadousiaduinietne (online/offline) TnseungumanszuILMIFIUNSUImME LAL
A15150UaY uena Nk antudiunmsuwnmeuaranst suguiiaiannusmiieotugusznouns
Sumesidnileairsuvdsdoyasnugunmlaeligudeyavuslvgddlilunisaanisaidoyanis
52U193N81 (epidemiological) waziuUszansnmunnsnsiiseidsafinsde aasnaunisii
Jgyusehvgunldlunianisunmg wu mi‘imeﬁﬁi’J’ayjaﬂuﬁﬁmﬁu (intelligent medical
image recognition) N3SIMUNNIINESINETe5mrEnseing q Wdefuiielimusnwun
r}iﬂ’w (pathological classification and multidisciplinary consultation) A28015NMUITEUU
“Internet plus” 1 eldlunisliusnismanisunnduazaisisugy nmsvaulsameiuia
Sumediiln (Interet hospitals) Faagneldiaadusnunisunmeiazaisisaguisgnoyaiely
dudunsle Tnsaniusmunsunnduazasisuavanmnsolidelsmeuiadumesidaduie
flandlsl “second name” waglumslinmssnwigiae uwhsfunsliuinslaglsmenuia (eal
hospital) wa fiau1sasnualsasialy (chronic diseases) wazlsas 859 (chronic diseases)
iunseaulalauiu

lufouiugIsu A.A. boor ANENITTUNITHUAMLUIYIA (the National Health
Commission (NHO)) lafmuauiasnisnisusnisdanisdmsunsliddumesidaluninga
Afaduuazn133n (Measures for the Administration of Internet) 1195115015UN1TIANT
Tssnenuiaduwmedidn defmunmsliudnisnsummdnlng Seisaumasnseglutimaaes



n151997u (For Trial Implementation) wazdadfas v atunislddumesiinlunis
Iedelsn Lz oflazenszduuinsgunsiiuinsdessuuadvalaslsimeiuia luidou
w1y A.f. boow FUlFUIszUUNISIRUTNIINIINISUNNESaaTee (a smart medical service
grading system) unld@usun1swauilsane1uiasaaiug (smart hospitals) 15sne1uia
§aasuzdnanaziidoyanslivinmsdenuideyaniinssnuwesiiae svuumsameiden
Hudu lunmsaunsendumsvesszma dewine q luussmasuldsiSunswaun sauma
svuaulguisuazununuiud ggruseAvivesnues 1w WesdnAsluauauilaun “A
development park” s835uuTEMHUsEnoUM AT IUTEAYslATe oo Wi dlondudld
fulsurglunislinisaanyuiiey (a special fund) wnianslayusedvg wuieiuiiles
walaafnsiamn “Al park” wagsinsliiugavyy (fund)

uenani Fudsfiulovieduguniw Mi3ond1 “Healthy China 20307 aifiu
LHUSEAUYIA ST EznaLas sz oz ugnsmand ddgvesszimaludugvain
Sudosnainuuifniin quaminasedadenatsedsluiidinveadau 1y nssuiug
(hereditary) an1muanaey UsnN1snensunmg weuedainanidsusenaulumeinguseasdinan
fintanaszoronlutmvanesuguam (health) Anuvasafoduaimns (food safety) naenau
wdaiwardundon fadimnemdiiaedoussanielud aa. womo lnsdgnsaans
wazidiwane aguldssd

(@) Mafaugun sz milulszmasgseliles

(o) mnadsugunmluiEewng q ssdesegluseiufiansnsanuauldetned
Usgdnsnm

() L IANEAINA U1 UT AN IN19N TN Lazans15aY (Healthcare
service delivery)

(@) NMIVEEAIVBIRAAMNTIUA LAV NBE N TITEd ARy

(&) mawannmsdalasiaisaniufiovhmihiatuayusugunin

dmsunuimeamsaidunuiieiasuaiislivssuvuluussmadquaindi s
Tosudunsnuuuamaded

(@) MysaussAlilszrvululssimainnuldlalugunin

(o) Msdamsfiduudafeafuiymeing q fdwansznuseguaimn

(o) MR AR LTuAILazAIIaBAfETNI0 M TUAL N
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“FAOLEX Database Food and Agriculture Organization of the United Nation, “Outline
of the Healthy China 2030 Plan”, 8 UAULA ® ec S5UIIAL b&be, 310 https://www.fao.org/faolex/
results/details/en/c/LEX-FAOC175038/



wenanil ulevredenanddlianudidgyiunsanuan1iziaznissnyinunm
Y89FIInd 8 N1IAIUANNITURBEYRUALYRINIAAAINTTY ASHnalniiiugualIes
AuwndeuAIUATUAUNINGA WagIdaliiinisdrsianasyseiiunudesnudsnaey

v, ANUEAYvaIayaduyanalunmIsunduazdanansanzainisii

& &
AINUANAID

wurAnvesaududiudmdodiuyana (privacy) fdnvazilazidonsou
wazd uegduuundutausssy dudu Seianudnduiasdesdnuisssingiunas
UsziRmanivesusazUszmaiietnnuszneunisfiansanuagynnudlafieadu msdah
ApvInBLazMsInnsiuteyamsmswmduazansnsgy Iuduussmanlviauddgiunng
Fangu (collectivism) Tugnusiumudsiuiunmusssy fadiliaruddyfuaseuniiunsemey
Fafisvinamndninanudutiaanyana Sausssudinanddunisdevdemalideiune
Lﬁaaﬁuﬁwﬁdauqﬂﬂa (right to privacy) Iuﬂsmmﬁuﬁgmmﬁﬂuwai’m (dynamic outlook)
namfe ufaglimnuanswsodndrvesnnanduysdlugusaurvestiaanyana urfdesli
auddyfunalsslerinieninudenisvesdinndrusiudie dmsuuiund esnshiuinis
Aunsunmduazansisaay wilssmeduaglinnuddyiudeyadiuyanavesiiie uwandad
JymiuazgUassalng i3 esmuliaunalunisdnassnineans (imbalance in resource
allocation) wagn13vIRAULANETTUSZANS AW (2 shortage of quality physicians) yonani
guhelasdnilngjindenlusnudilsmeruialudiideswunalng ifiuszansamgs (high-
level hospitals in big cities) e?fﬂL‘f]uiifl‘wSJ’]UW@GEfguﬁﬂﬁﬁU%M’]m%ﬂ’J‘EJ‘WLJ’]LL‘UI‘N waylalfiednu
SosiinUnd mnagnuriugUisassisametegmetuluremnsavug it wuiil ove
AuInwuarfunssnunuwnd deesiind1n81sdildvaneaudn fuaglulsemaiy
lafdefans eldlianuddydvansaududiud uanduansdimsiuinnielaaniunisal
wutiy fihedidudesdenseimsdnulifsamuudusiunsdrdainmsiumaunng
WAZENS1INEVOE 1YW (timely) ety Ussiiudesmsdaassmineinsiiungay aaenau
msdansdeyailflumsmsusmduazansisuguiivdesainsanuaugasyvinamsuisiudoya
Fruguanfunslianuduesemalselonituiuguvestaanyaeaiaduausimeluge
wismstuideusedeyasugunwlulszimedu

Mnanmdgmidoundalunsidideuinsdiunsunmduagasisag uay
FruruUszrnsvestsema vldufianusuduiisedosiutanssusne q uildluviundu
NN RazAIsITUEY wazanaud1udiawnalulagdumeside vlidulawmun

“Sun, L. (2022). “ Health data governance in China: Emphasizing ‘sharing’ and
‘protection’ based on the right to health”, Medical Law International, 23(1) 26-43, P11 o-&, AUAULLD
e 51PN b&oe, 310 https://doi.org/10.1177/09685332221140416



uinnssuduguamlnennihgrudeyavualngifuguamanldifeadassindnsasiguam
susuulnsiinunsliusnsmansdwiidieda “Mobile health (mHealth)” n1sluusnisaana
Hushegnavesnsliuinnssuadvialumamsumduazansisagy dsordeimthmanalulad
lun1sdeiudeayanislng vl mHealth ddvulun1sndndulinisquasnwavninaengs
nf1awnannniiieeiduin wazusiinanuaudduuinnssuiifassldsunaneusuia
fanmasguaramensy uwiludnudmils ndudeliAndetnaieatudeyadiuyanaluma
nsuwng (medical privacy) wagauveusssulunisideyasuguamluly esaniFes
fsnandfinruiieadesiugidnldidonatodie wu fUae mihenunag viEmguszneuns
Frumeluled warsguia Jsorananldd maideyaluldBnads (reuse) wagnsuvsiiudoya
(sharing) suguamwilsdeyadauyaaagmirluldlumsitligndes (abuse of personal data)
fhowmil Suduilinvesnmsuansdefniusing q Suiilugnmsusuusudlungrneiofiagling
udeyasugunmlvldduldineazain danumuizan luvazideriuidedinnuduasoun
HaanyaeaiietosiuiilfAnaudsdunsideyalulflumeiuselyimanzas (the risk of
data misuse) Yefnatfsaiunislddoyalumeiiinvdelimnzanduideilssuauauls
ogdsluiunsunmduararsisugululssnadu Tnslangegadslutiananfidnisugo
9819590L597999AA1MNTIN mHealth waglsaneruiaduneside Tul a.a. bobe Suilivang
dfnyUsznisuidanannisunsszuinveddsalain-ec wonaINH USEMRUsENauUN1TAU
weluladuwelngSasaveegiafifsadostumsliuinsiuaunink sy uAdvialaenis
aawdnsasiing 9 famfeszuuliuinmadaeiagaiesinuunanwosinailousds (one-stop
virtual care platforms) szuudaivwazsvdadoyaninmenisunnguunang (cloud- based
medical image diagnoses) karnstilayayuseavglunisAnnsasUae (artificial intelligence-
assisted screenings) 8nvian1agsAadadafiulsslonifiazvhrinlsnnuimadoyasiuaunin
fldsuanmslinsuinssuauiuazudnisungnniidnfensliusmsiussuuesulatnie
sxuUAdTa Fomnil msufiredoyanenisumduazaisnsuauludnvnsdidunin st

WinduANuTeveniuld (a tradable commodity) 3sdswaliiinaauivasuan (disparities)

LY =

wasdnienilsdouduguassalunsididausnsiunisunmduazansisaguegainiey wasds
vilvideyadiuyanamanisunmdvesitieduunliuiezgnitfaazazidaldlaoie 1losen
Uszrnwusgluanusiifesniuaglifidrnalunisiesadeseadlodivuiugliuinsnmeny
psAnseunsielan (WHO) Ifanuddguasdyunesfivraulaiieadunisld
JayausehvginasiiunumdAguaziidneningdunisiiuinismensunnduazansisage
Ingdgyaruseavggniunldlunanisunngluratesdiuu 1wy n1sasianulsauaznis
A1ladelsa (disease detection and diagnosis) N15a519AIMNIINITWNNE (medical imaging)
AM3N¥IMIaNsuNng LagnislierluuTuad insnzanun g Uasuuudunize ey ana
(personalized disease treatment) N15WaILIE1 (drug development) aglugiuszuiningn
(epidemiological) kagn1sa1s1suay Jyaruseawggnihunldlunisidisedalsa (disease



surveillance) N13ABUAUBDIABN1TIZUIAVDNLIA (outbreak response) WAZNITUINITIANITIZUY
a5y TuvaziAeaiunslityyruseRvgdomilinannudsdussmosimdniuyvesy
Laza385553vTNUNY (medical ethics) 1w nslilgaUszAvgdmalidnsaududiuda
gnAnA1L nszvudensindulauazdniaianuduuyed eafvestiyanuseing (algorithmic
discrimination) \iesarnidunisimurainnislideyavesuyudTeneliannulivinies
Tugusing q Wy Wod 918 LNAHAN ﬁammﬁ n1silgyussavgunldlunianisunne
FoiliiAndernanazdaiudeuuiniddunisdanisimnzani eduasesdnidiuyana
v83E U1 (the protection of patient privacy rights) isigninansaiuuanavesyUlelilasu
AUAUATOIA ERIAANATIBAIG 9 A1uu7 Y N15AAAUluA1591997U (employment
discrimination) A1l4 9187 i ud udnsunissnuilusrezens dmsuluvsenaiunisld
Jayadszivglunmenisunmdiinnuinimdiegesinisy Tnesautaed .0 bobo Wuguan
HANANAN 9) ﬁﬁwmsﬁu‘lmaqmammimﬁzyapﬂszﬁwﬁiumﬂmﬁu:wwémaaﬁulﬁ%’Uﬂws%’Uiaa
PMNNUILNUNIATT 7158071 “National Medical Products Administration (NMPA)” &annelé
nM35u58e Class Il classification vilnansaeiang q l6§uuselovd wu ndnduaiildtuns
Aagnssunsenn (orthopedics) 3nkInegn (ophthalmology) szuuilanazviaaniien
(cardiovascular system) wazszuunIaauniela (respiratory system) 1AgyaAIM19NITNaIA
dwsunislidaygruseivglunamsunmduesiuamanisaldnaediyariuinnit 4.5 billion USD
Tl a.a. bobe Ten1nidyyruseavguldlunenisunnduagarsisuguieduulove
Asguradulmuddyduseisds dutuulouiefiBendn “Healthy China 20307 dsldnanld
udaluiatededu Tnsuloviedinaninadvanefarduaduuazatvayumsldmalulad
ansauauwALazgINdayavn vy lusEUUaE TUaUVRIUTEIWA Famslityauseivglunis
msunnddadunalnddyusenisuildunstuedouuloviedingn egrdlsia WeRarsan
yuneslusnudvsdiuyanalulsySimansiinunvesUssmedu Usuifudanansinazgnasiag
videlviruddnyes (underated) dwwaliinguane saenaungszdeudetadusine q Afeades
fuanSaruymrravesuszinaduldduliluiianafeatu (fragmented) v1nAudaau (vague)
waztaduldlsegradlifiuszansamanniin (poorly enforced) uazsinaziimansalfifinisaziiin
Ansdruyanaiind uiesnds tnslanznisazfinludeyananisunmgd sinlidauaanay
Fosfusionszurumsiamsdudeya davanddruniadunauaniausssuvessemasuies
fiusziius esdnsdruyanagnliaiudidyesniiniedoananmsliun (subservient)
S0e09dIUuT (social goals) wazdaiduguassadAglunsimuinslidygussivglunig
nsunndvesduagnadBu®

bWang, C,; Zhang, J; Lassi, N.; Zhang, X., “ Privacy Protection in Using Artificial
Intelligence for Healthcare: Chinese Regulation in Comparative Perspective”, Healthcare 2022. 10. 1878,
N oo, AUAUED ex S1IAN boe), 970 https://doi.org/10.3390/healthcare 10101878
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wazn1sinugua”

fuusenTsud e Wuduin nmslidygiussRvslulssmaduiinnnuiim
Jueghannlagiamzlunanisiunsunmduazaisisnay Jeansihdygrussduganldiu
53UURNY8wnnE (The Clinical Decision Support System (CDSS)) ﬁa’iwﬁmuﬁuimmﬂﬁ'qm
TurasfsrtunsimuiegnaiivesaluladnansunmdgeunsliiAnaudesionisi
Toyansgunmeing 9 aldlagliveu Inglul a.e. bobo lalinssenuteyanudasndeves
nslddumesidnluussinalulaeg the National Computer Network Emergency Response
Technical Team/Coordination Center of China (CNCERT/CC) 21051891UAINE1I WU 1Al
AM5dIRBN15AZ I IMMeNSUImE (medical imaging) 31MnNT1 .o 1uASTLT A6, bolbo
fanuiedostuiydgldnmelulseme mance T el nsadnen e sunmsiing
yulngjuazidslusedeyadiuyanavesiirededslilfdudunmaiioan Uiuasu niedou
Yoy adifianuziBungeu (without desensitization) ¥inliamaesUieiiey €oo,000 AU
gnieunsUsEme Mansgiimaniidunislideyadiuyaealnglivouuaznsznuse
avdanuuduiivesyana ilrdusousiiniunisleeseiuiefaulvissuuiiadiann
funauazUasndtlunsiunsestoyadiuyana

nsmiugadeyadiuyanalagdulnglulssmaluagenduainusiuiieann
NUELUATUAINIINIDINA (the Cyberspace Administration of China (CAC)) #U2891UAU
AusTupg (the Public Security Department) wiassusnumeluladansaumne (Industry and
Information Department) Judu Ime CAC aurfu the China Cyberspace Security Association
wdudFuinveuguaunanilesuiiefuiosieassuitumalnsdwislofouazszuunoufianes

'
=

Aerfunslddeyadiuyana Tnolamgluusaiduiiinisanfiadengvune ngsndou vie
FovsRusne 9 Tnelud a.a. bobe dn15feassuisrfunislideyadiuynnalagltvey
NSV 9 11NNTT o,000 1304 uenani SeinmsdesSeurinunsdesig 5 BNUINNY
wazaeludifeaty “udrsauduainuiunsvesiy (China’s public security authorities)
¥UaeBuANLUY “Clean Network 20217 il adan1siunsazifiauaznislddeyadiuyana
Tnglasoudunisianiy dsluszezusn doildsunanousunimuardo3esouLINNIT « doo
Soe lSunisudle ﬁ’ww%’uv—nﬁﬁﬁ%aﬁwméma A8 N1U893U (China’s Supreme People’s
Court) I#59usnuardnvirdeyassnuuseidagulain lul a.a bobe fadiiiAsIdesiy
91YYINTINAUTBYAAIUYARS & 0w AR LarivsinuamininduluiazdAandy voe
Wesdud anvannssumaniiinenisaluswaznsuednsUsysdadsssy nafoutu Suee

WAyl waztoyaverUls duafniindunivesulal 191U o,koo AR MNEITEITUNS

‘”Wang, C,; Zhang, J; Lassi, N.; Zhang, X., “ Privacy Protection in Using Artificial

Intellicence for Healthcare: Chinese Regulation in Comparative Perspective”, L‘Wlﬂél’ld, 91 b, @0



azifindnsdinyaea Tagludunud e afl WudefinmiFesteyadiuyanaiiiinisléudsty
Tsswgura/andumsnisunmg defiussidiutefinm fe yaainsnianisunmd (medical
personnel) wazlsangrura/an1dunianisunng tanserinisilamedeyan1ssnyineiuia
liveusongmnevielsl vialunsdamelaghildfuanuBugesangtas wazuwiinussna
Fuasdimsmuauidestoyainansediunsinda oglsfn adftoyadunmsasdiafiAntuly
gRaNITUAUANs1TNEUluUTEmMATY laglaniz AR 9 NaUTUTIIALAENIAINTULI VDY
Pty daduluieudanmen e, boll dafiAefunsmedoyadiuyanauazdona
N9E5ITUAUUEITUTEINAL &o d1uT18 e52lmaanszuy “Shanghai’s compulsory COVID
health code application” Ingsegrsdayaiusninesulusuniloneliungdeduiivisiovos
Al 1arusgiaUszrsu weslnsdwl uasdeyaintredulsalain-ox viald uenani
fesngdeyamsnsunmdluiioandosldisla wasluiiounsngiau a.a. woble dn1s55alua
vesdoyadiuyanaTILIMImaresUTE I vuni suduauangudeyavesdsaluilies
Bosld uazdaiinisnanadradn vEmEusznounnseng 9 1w Sichuan Lianhao Technologies,
an online Chinese medical company ¥l#4oyan19n1sunnd i1uru be d1us1ennsiign
Tuiinli$alua dedeyadinansuioyadiie Tevosunnd lavinsuszdrdmuszvivy
weslnsdmidede doyadunissnuinerviagiae masnsudeyaveiiedinssesuid
Hlvaranlsmeuiauazaniineddnge
TutlagduIuiingmnefinenalnlumsduasesteyadiuyanalumsnisunnd
Alddygruszangiiddey leun nguuieindisnisduasesdeyadiuyana (the Personal
Information Protection Law (PIPL)) U3£17an)uuNgunabasndive wasuInsgiuseauyia
AAgtos lagnansnisluFessing 9 wu mslanudusouvesyana nseugnliinig
IAN13UeYaA uanaNi fadpsfiansanmugiungneidiensinwiemmsuasUasnfoves
Toya (Data Security Law) wagngnu1e91628n135nw1A T uasUasadenleiues
Cybersecurity Law (CSL) 9g13l5A# %ué’ﬂﬁﬁﬂgwmaLawwﬁmﬁmﬁaﬁﬁu@LLaﬁaﬂm'ﬂ%’LLaz
msdnnstugudeyaruialungigniranldlugramnssumanisunmduazansnsngy lnenss

(healthcare industry)

Aafilanafnnsnvesnguanendlulseinaludmsunismiiuguanis
AuATBIdayadIuyARaluNINTLIMENIU ey 1UseRvgluiidedisiu ity dmsuiided
wlananfwdnmuazanseddgyresngrineusazatulusgasiden Jsaunsaasulacsil



@. The Personal Information Protection Law (PIPL)®

0.0 NANNITUALLUIAN

PIPL 1 unguuneatuusnvesiud fvuandnnisii sadunisdanisteya
dauyanauaznsiinnudunsesdniuaznauszlovivesdaenyanaludiuiisrdudeya
duyaralasngmnsatuiinalisidudaut il o wgaineu A bobe (WA, beoe) uaxd
vanmsuazinAsiidAynseunguluFosing 4 e

(o) MIUsTIIANATRYAdIUYAAGR DITBUR 18N NUNY (legality) HATITY
(justice) dinaiss3Y (integrity) Huausududusn (minimum necessity) ian31euaziiaang
1U3sla (openness and transparency) lngingUsvasdvesnisuszananadeyadiuyanasosd
ANUTALRULATFLLUAELNG (explicit and reasonable)

(o) upAATANSUNRS duwn uily wazeweliaudeyadiuynnaingaidunis
Toyadiuunna wazddnisesveliussutanadeyadiuuana (personal information
processors) sdiunsleudeyavesnuludsusvnanadeyadiuyanaseduls

() NM3UsEINanateyaduyAnaveslenitonginit o U fidiunisieya
druynranasldsuauduseuan Unaseansed auartend uasdesUuanunanino
lnnziEesiiiisdesfunisusznanadeyadiuyana

(@) PIPL vwdllidnasldnisdndulalaednlusi® (automated decision-making)
TudwiiAerduteyadiuyana suavdwwaliinisujoadunndrsiulunianisdiegslal
AuvmaNa 1y MadenufiRdusamiliaumaaunasdogndn wenaint Tunsddidinngléng
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“°Section 2: Rules for Handling Sensitive Personal Information

Article 28: Sensitive personal information is personal information that once leaked or
illegally used can easily cause natural persons to suffer encroachments on their dignity or harms to
their persons or property; including information such as on biometric identifiers, religious faith, particular
identities, medical care and health, financial status, and location tracking, as well as the personal

information of minors under the age of 14. etc.
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““Article 13 A personal information processor can process personal information of
an individual only if one of the following circumstances exists:

(1) the individual's consent has been obtained;

(2) the processing is necessary for the conclusion or performance of a contract in
which the individual is a party, or necessary for human resources management in accordance with
the labor rules and regulations established in accordance with the law and the collective contracts
signed in accordance with the law;,

(3) the processing is necessary for the performance of statutory duties or obligations;

(4) the processing is necessary for the response to public health emergencies, or for
the protection of life, health, and property safety of natural persons in emergencies;

(5) the personal information is reasonably processed for news reporting, media
supervision, and other activities conducted in the public interest;

(6) the personal information disclosed by the individual himself or other legally
disclosed personal information of the individual is reasonably processed in accordance with this Law;
and

(7) other circumstances as provided by laws or administrative regulations.
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Individual consent shall be obtained for processing personal information if any other
relevant provisions of this Law so provide, except under the circumstances specified in subparagraphs

(2) to (7) of the preceding paragraph.
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lo. Data Security Law (DSL)*"

DSL finalisdusauiiuil o fusnou A wobe (6. beoe)

.0 VOULVANISUIAUTITLAZNATIAULBNBIUIUA (Scope of Application
and Extraterritorial Effect of DSL)

DSL (Data Security Law) dnadsAuldfiunisauauianssumsussananatoya
Tnyosdnsuazyana naenaumiuguanulasnsevesianssumaniunislueaniunves
Uszinedu uagmuguianssunisssananadeyaiisndunisuanyszimaninianssutu
neliAndunsiesonuiunms enaUselovdaisisuzvesusenadu wiodnanssnusie
nsAuATEsdnSuasNaUsElerinngmneveIyanakazeIRnslulssina 33e1anaialadn DSL
fvoutaanistaduldnirennauasiinatsdunenoanandie wenand DSL Ssimuaniai
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Tne DSL azgnihdaduldiudeyanvuiinlusuuuudidnnsedinduazguuvudu 9 siudsdoya
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.o N153AUSELANUAZNISIANA UV BN A (Data Categorization and
Classification Under DSL)

DSL dnngudeyaseniluassussinnuan fe Jeyandnvesussina (National
Core Data) Waz¥ayad1dsy (Important Data) lag DSL 9¢M1uaAn15AIUANLAENISITALIY
funsosfidunnniudmiy “deyandnvossame” Gsnsounquieyaiiisatosiuauiiuag

"¢ \What is China’s Data Security Law?”, § UA ULl @ bo UNT1AYN b&oa, 910
https://securiti.ai/china-data-security-law/, Published August 9, 2021/Updated December 13, 2023

*“English Translation: Data Security Law of the People's Republic of China, & ua u'le
310 http://www.npc.gov.cn/englishnpc/c2759/c23934/202112/t20211209 _385109.html



YeUsEWA NIANeEAATegnavesUsema (the lifeline of the national economy) uaztaya
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mmsﬁmuﬁwummamiu%vnimmﬁumﬂaamﬁwaﬁaga (Draft Data Security Administration
Guidelines) 7idavinlae Cyberspace Administration of China (CAC) iedutarimund osdu
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““China Releases Draft Regulations on Network Data Security 19 November 2021

Definitions of Terms

2. The Draft Regulations draw a threefold distinction of Data: “core data”, “important
data” (“ID”) and “general data” - though these terms are also not entirely new to the existing
cybersecurity framework. Briefly, “core data” refers to Data relevant to state security, key branches of
the national economy, key areas of people’s livelihood and significant public interest. As for ID, the
Draft Regulations define it much as other recent (draft) regulations do: Data that may endanger national
security or public interests if tampered with, destroyed, leaked, illegally obtained or illegally used,
including but not limited to: ect.

n518az18 oLl uLd ule 10 hitps:/www.dahuilawyers.com/ media/documents/
DaHui_Newsletter - China_Releases Draft Regulations on Cyber Data_Security.pdf?form=MGOAV3

“®Article 21 The state shall establish a categorized and classified system and carry
out data protection based on the importance of the data in economic and social development, as
well as the extent of harm to national security, public interests, or the lawful rights and interests of
individuals or organizations that will be caused once the data are altered, destroyed, leaked, or illegally
obtained or used. The coordination mechanism for national data security shall coordinate the relevant
departments to formulate a catalog of important data and strengthen protection of important data.

Data concerning national security, lifelines of the national economy, important
aspects of people’s lives, major public interests, ect., are core data of the state, for which a stricter
management system shall be implemented.

All localities and departments shall, in accordance with the categorized and classified
data protection system, prepare specific catalogs of important data for their respective regions,
departments, and relevant industries and sectors, and give priority to the data listed in the catalogs in

terms of data protection.
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w.a n13teloudoyadiunsuuauuaznisdafinadaya (Cross Border Data
Transfers and Data Localization®”)

Iﬂidﬁ%m‘ﬁugmﬁﬁ?ﬁ'iylvmﬁ’m%/a;ga (Critical Information Infrastructure “CII”)
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psL fiferhmuaisrfunisleudeyadnunsuuaudiunnsistudmsugsndunms
Cll wazg{induntsitladly Ci Tneuns me wisngwune DSLO® dmualgdndunis Cil dos
UfsRmunasnisnisdaiidedeyauaznslouteyadiunsuuaunieléngrane ideanusiung
Uaendomslaiuas (Cybersecurity Law, CSL) uagannsmsfimvundluanends. aeld csL
fiuiuns QI deafudeyaddyiinururieaiiululssmelinelulssmady fiuiiuns
cll ansadeleutoyasenandssmeduldiamslunsdifetolud
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m3dnfidistaya (Data Localization) vsnefis mafuinudeyaniesluuauauresyssineg
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*“Article 31 The provisions of the Cyber Security Law of the People’s Republic of
China shall apply to the outbound security management of the important data collected or produced
by critical information infrastructure operators during their operation within the territory of the People’s
Republic of China, and the measures for the outbound security management of the important data
collected or produced by others data processors during their operation within the territory of the
People’s Republic of China shall be formulated by the national cyberspace authority in conjunction

with the relevant departments under the State Council.
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uAviaguiitsduldngvunesnsusemnea (foreign law enforcement authorities) w3avtiagau
RaIN15VBNUTENA (other foreign judicial departments) Inglailasuniseyinaantingan
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b.€ 3¥UUNI3IANIIAINUARAA8Yasdaya (Data Security Management
System)
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foyadu q ilountiosUssinnvesdoyaitldsuanudunses iton1sil ssdnsaedesdndouay
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SuwmesidadaUfURnuNInTN15ANATEINAIETEAU “the Multi-level Protection Scheme”
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(protection obligations) Mu#syyliluung el wiINgMUNEY CSL WU YAAALALRIANTH Ok

*“Article 29 Closer risk monitoring shall be applied in data processing. Where data
security defects, bugs, or other risks are discovered, remedial measures shall be taken immediately.
Where a data security incident occurs, measures shall be taken immediately to address it, and users
shall be notified and reports made to relevant competent departments in a timely manner in

accordance with relevant provisions.
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o.¢ NM3UsTEUALEES (Risk Assessments)
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and Notifications)
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o.o/ A152nY1N V0 IHUTN15n8197 b UIn15n15A19aya (Data Trading
Intermediary Services Obligations)

DSL fvualriesAnsgliusnisnarsnliusnisideyadgaesimvunliglvdeya
(data provider) UfjUfisnudariunsasioluil
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- iuduiinnsesiaaeusazduiinnsvihgsnssuluvasnliuinis

“°Article 23 The state shall establish a data security emergency response mechanism.
Where a data security incident occurs, the relevant competent departments shall initiate emergency
response in accordance with the plan and the law, take corresponding measures to prevent further
harm and eliminate security hazards, and send out warnings to the public by publishing information

relevant thereto in a timely manner.
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Lo«

What is China’s Cybersecurity Law?”, & U@ U Wi e bo unIIAY b&oc, 10
https://securiti.ai/what-is-china-cybersecurity-law/, Published October 30, 2024
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“°Aynne Kokas, “China’s 2021 Data Security Law: Grand Data Strategy with Looming
Implementation Challenges”, China Leadership Monitor, Winter 2021 Issue 70 Wednesday, December
1, 2021, %1 o, AUALLID bo UNTIAN b&DR, 31N https://www.prcleader.org/post/china-s-2021-data-

security-law-grand-data-strategy-with-looming-implementation-challenges
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(o) AIMUYBUSTIULALAINUAU (Integrity and confidentiality) { A AuA1T
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