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® United Nations, United Nations Convention against Cybercrime; Strengthening International
Cooperation for Combating Certain Crimes Committed by Means of Information and Communications
Technology Systems and for the Sharing of Evidence in Electronic Form of Serious Crimes dududloud
Mo ﬁqm&m &, 37N UN Cybercrime Convention - Full Text
“ Article 1: Statement of purpose
The purposes of this Convention are to:
(@) Promote and strengthen measures to prevent and combat cybercrime more
efficiently and effectively;
(b) Promote, facilitate and strengthen international cooperation in preventing and
combating cybercrime; and
(c) Promote, facilitate and support technical assistance and capacity-building to

prevent and combat cybercrime, in particular for the benefit of developing countries.
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® James Ganvilla, “Cybercrime Statistics Canada [2026]”, ﬂUﬂuLﬁlaﬁJuﬁl oc ﬁqmau
&b, 31N Cybercrime Statistics Canada [2026]

® Royal Canadian Mounted Police, “Cybercrime and the Criminal Code”, dududetud
& ﬁqma‘u b&o, 31N Scams and fraud - Government of Canada - Canada.ca.


https://discreetinvestigations.ca/research/cybercrime-statistics-canada/
https://www.canada.ca/en/revenue-agency/campaigns/fraud-scams.html
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(peak)
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British Columbia 423.0 Highest provincial rate
National average 225.1 Statistics Canada UCR 2024
Large cities 237.7 Rate in Canada’s largest CMAs
Smaller towns 186.8 Rate in smaller urban areas
Nunavut 114.2 Lowest territorial rate

Alberta (self-
reported fraud, 5-yr)

22% victimization rate

2019 GSS, most recent available

Atlantic provinces
(self-reported fraud,
5-yr)

13-14% victimization rate

2019 GSS, most recent available

AT NUANNINTINSIANO 1Y N TIUN BUD ST IRz VLI YOI
V13798907 : Cybercrime Statistics Canada [2026]



https://discreetinvestigations.ca/research/cybercrime-statistics-canada/
https://discreetinvestigations.ca/research/cybercrime-statistics-canada/
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* James Ganvilla, “Cybercrime Statistics Canada [2026]”, ﬂUﬂmﬁlaﬁJuﬁl oc ﬁqmau
&b, 31N Cybercrime Statistics Canada [2026]

“ Royal Canadian Mounted Police, “Cybercrime and the Criminal Code”, dududloTud
o& ﬁqma‘u b&o, 910 Cybercrime and the Criminal Code | Royal Canadian Mounted Police


https://discreetinvestigations.ca/research/cybercrime-statistics-canada/
https://www.rcmp.ca/en/cyber-choices/cybercrime-and-criminal-code
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¢ Government of Canada, “Canada's anti-spam legislation”, duduilond o dgueu
b&o, 31N Canada's anti-spam legislation

® BORDEN LADNER GERVAIS LLP, “Preparing for CASL’s Private Right of Action”, &UAu
dloTufl oc figungu b&oe, M @, 370 Publication_4930.pdf
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“ Mark Blumberg and Yi-Mei Ting, “Canada’s Anti-Spam Legislation (CASL) for Canadian
Registered Charities and Non-profit Organizations”, dududlotudl oc ﬁqmau b&oa, 91N Canadas_Anti-
Spam_Legislation (CASL).pdf


https://ised-isde.canada.ca/site/canada-anti-spam-legislation/en
https://www.blg.com/-/media/Legacy-News-And-Publications/Documents/Publication_4930.pdf?utm_source=chatgpt.com
https://ised-isde.canada.ca/site/canada-anti-spam-legislation/en/understand-canadas-anti-spam-legislation/understand-canadas-anti-spam-legislation-sub/understanding-canadas-anti-spam-legislation
https://www.canadiancharitylaw.ca/uploads/Canadas_Anti-Spam_Legislation_%28CASL%29.pdf
https://www.canadiancharitylaw.ca/uploads/Canadas_Anti-Spam_Legislation_%28CASL%29.pdf
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https://getterms.io/blog/canada-anti-spam-legislation-casl
https://ised-isde.canada.ca/site/canada-anti-spam-legislation/en
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https://www.canada.ca/en/public-safety-canada/news/2026/06/government-of-canada-strengthens-cyber-security-and-critical-infrastructure-with-royal-assent-of-bill-c8.html
https://www.canada.ca/en/public-safety-canada/news/2026/06/government-of-canada-strengthens-cyber-security-and-critical-infrastructure-with-royal-assent-of-bill-c8.html
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Scam intelligence shared across the ecosystem will
help businesses take fast action against scams

Customer reports scam to their bank, Banks, telcos and digital platforms

including scammers phone number, social use scam intelligence to disrupt
media page and bank account number scam and protect consumers

(),
a ((é))
The ACCC shares scam
intelligence with banks, — "
telcos and digital platforms

The bank shares scam
intelligence with the ACCC
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- sunans deshmaluladunldiieiueusiulaliungniiniuazgleuluds
fsuilanénidlanslouiuly
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Tnsesnnan Gosdrlniiszuunsesasliatudonny SMS fifafieds (phishing)”
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fegsnsvaenaaaBlaiiasiiivuds

membershin

5] Important update regarding your union membership

From: afu@gmail.com

To: You

Subject:  Important update regarding your union membership
Date: 24 November 2020

Dear Customer, o
You have received an important UDdalE regarding your union membership. You
can view the update online by: o
D/ TaKeNINKS. com au
1. Visiting http://www.australianfisher om ausdy | G+ Glek o follow link
€) 2 Signing into your account with your user ID and password;
3. Selecting ‘service update’, o

We appreciate your continued support and are committed to helping protect
and promote the Australian fishing industry and its members.

sincerely,
Australian Fisheries Union Customer Care
‘?J’EJ;JUaﬁ]’m https://ovic.vic.gov.au/privacy/resources-for-organisations/phishing-attacks-and-how-to-

protect-against-them/

" fud4 (phishing) Lunilslunisvasnarsmialaneeuladiinuldvesiign Avdadnae
sULUU Manaenarlssaniiinasnisdestunsldnaguievasndodldam wasnsueusraduiuledd
Wndefio wu Vulessuins wietndludeaiife Jainavunnsisainvesads Snsw deudeludedifies
Bntoeiliislidung vosafiusninesdduaiieveliguionsuingszuusuans viewihtnydu 4 uie
AsIvdauNI od udutoyavesnn wieududenludunavasy, Fududiotuil eb Tu1AN beoe, 910
https://www.bitdefender.co.th/post/phishing/?srsltid=AfmBOoodx-
87Z\WpNDZ2LJOtOrUXjwYvTcINykDJ) Uk8ilm7w6-1JzhG
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aliaimih Wlelanmsnnenusenuznssumsnsudstulazduasesuilaa (ACCO 1¢
ey e Plusduuinguios

uanani mhpnuiisgmeldnsmiussdedldiunissusesmsuidanunseu
QWY SPF 9N vthiiseiugewesasdns (Senior Officen) neluszaziian el ey uain
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o. UNasy

frumnesamsidsuszauaminismasnalmisluiuedware v InTIunIg
waluladfiadnudemennvszvrusaznagsiadudnuinn dwalvssuiaseansiae
AOANRILINTBUNYMUIENITIANITHAsTo a9 1ns UM anAlulagnIan1svasnaiamig
l9iua$ (Scams Prevention Framework: SPF) 11 iilefnuantifiuaganusuinveutesnia
drusing q AunumddnlunisTiuinismeddva Teud suans Aliusnsiesetielnsauui Ay
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UszdnSnnlunisAuasesiuilaa ananudemeainervginssumanalulad uagiasuasia
AnudeliuresUsEnTuieTEUUATIS AL U N SRR LU Y

 Eugenia Kolivos, Lucinda Hill, Caroline Marshall, Rebecca LeBherz, Ciara Lavender.
“The new Scams Prevention Framework: key considerations for regulated entities”, #UAULI 0 TUN o
Tu1AY b&oa, 910 https://www.corrs.com.au/insights/the-new-scams-prevention-framework-key-

considerations-for-regulated-entities
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p1vInssuNnsanuAuLazn1sastnsesulatdioiluliymiaiunisusms
Fansdsnuiifianududeu (social sovernance problem) msisuameduiifiaruainvane

* davilegunsandgniud 98s dnnguunengqunitiungnisiiey deinsieikasa
UnATeINBINgraneUnATes d1nUAMENIIUNINGEAN

? Embassy of the People’s Republic of China in the Democratic Socialist Republic of
Sri Lanka, “Successful Anti-Fraud Practice in China”, 2024-10-14, ﬁuﬁuLﬁla o JUIAL b&oe, 310
https://\k.china-embassy.gov.cn/eng/zytz/202410/t20241014 11507299.htm
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® the Opinions on Strengthening the Work of Cracking down on and Controlling Crimes
of Telecom and Online Fraud, the Announcement on Preventing and Cracking down on Crimes of
Telecom and Online Fraud, the Notice on Matters concerning Strengthening the Administration of
Payment and Settlement and Preventing New-Type Illegal and Criminal Telecom and Online Activities,
the Work Plan for Advancing the Construction of a Long-term Mechanism for Preventing and Controlling
Crimes of Telecom and Online Fraud Using Big Data and the Several Provisions on the Return of Frozen
Funds Involved in Cases of New-Type Violations of Laws and Crimes Related to Telecommunications

Networks
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? CHEONG WA DAE, “National Cybersecurity Strategy”, National Security Office: April
2019, pp. 6-8.
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fsurainmaldladnvingusaraaianiutuawideaiisud (National
Cybersecurity Strateey)® Inei3desimiiioasns cyberspace Tduiiuiiaiuazasads ¥
anufidvnaasusie wavatuayliAndufnmszringssme Wedludihmanedeluil

o. a¥19udeiulunisiuiunuesss (Ensure stable operations of the
state): 1@Suassnutuasuazanunseuludulasiassiuguiisnduresisemaiions
sifunuiiderousiogluanumsaifidesndyfumsanaamisleues

b. MIRaVAUBIan1slanfinisleiues (Respond to cyber attacks) Liiudn
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. vasuadiennnuwd s 1uainu unavnsleiues (Build a strong
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Safety of the National Core Infrastructure)
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® CHEONG WA DAE, “National Cybersecurity Strategy”, National Security Office: April
2019, pp. 12-26.
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Cyber Attack Response Capabilities)
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(Establish Governance Based on Trust and Cooperation)
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5. madufihanusauiiessnitsUssmadiuausiuaamslowes (Lead
International Cooperation in Cybersecurity)
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Framework Act, Act on the Promotion of Information and Communications, Act on the

Protection of Information and Communications Infrastructure %38 Electronic Government
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o. Special Act on the Prevention of Telecommunications-Based

Financial Fraud and Refund of Fraudulently Obtained Assets®
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0.0 N1998UTANI5A BTN IUTTUUINITANUIAN (X1A51 -) Financial
Services Commission (FSC) finthilumsdawseuiinsmslesiunazannisgadeainudenie
MARIINNTAOINIHIUNINTANUIAY LU TIVTILLALNELNITOYANTRBLANINITRURNIUNG
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" Santiago Paz et al., “Executive Summary”, National Cybersecurity Law, Governance,
and Infrastructure: IN THE REPUBLIC OF KOREA: 2024, pp. VIII-IX.

€ Act No. 19418, May 16, 2023

€ Article 1 (Purpose)

The purpose of this Act is to prescribe Government measures to prevent loss and
financial companies' responsibilities for the prevention of loss in an attempt to prevent
telecommunications-based financial fraud, and to stipulate procedures for extinguishment of claims
for accounts exploited for fraud, procedures for the compensation of loss, etc. in order to compensate
loss to victims of telecommunications-based financial fraud so as to contribute to the prevention of

telecommunications-based financial fraud and rapid recovery of property loss of victims.
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lv. Act on Promotion of Information and Communications Network

Utilization and Information Protection®
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® Act No. 20069, Jan. 23, 2024.
 Article 1 (Purpose)

The purpose of this Act is to contribute to improving citizens’ lives and enhancing
public welfare by facilitating utilization of information and communications networks, protecting people
using information and communications services, and developing an environment in which people can
utilize information and communications networks in a healthier and safer way. <Amended on Feb. 4,
2020>
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m. Act on the Protection of Information and Communications

Infrastructure®
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“ Act No. 20068, Jan. 23, 2024
“ Article 1 (Purpose)
The purpose of this Act is to operate critical information and communications
infrastructure in a stable manner by formulating and implementing measures concerning the protection
of such infrastructure, in case of an electronic intrusion, thereby contributing to the safety of the State

and the stability in people‘s lives.
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Wzszuudaua (hacking) hadameuitanes (computer viruses) N15ssilndawisvsediud (logic
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7% Article 2 (Definitions)

The terms used in this Act are defined as follows:

1. The term 'information and communications infrastructure” means electronic
control and management system related to the operations for the national security, administration,
national defense, public security, finance, communications, transportation, energy, etc. and information
and communications network under Article 2 (1) 1 of the Act on Promotion of Information and
Communications Network Utilization and Information Protection;

2. The term "electronic intrusion" means any act of attacking information and
communications infrastructure by any of the following:

(@) Means of hacking, computer virus, logic or email bombs, denial of service, high-
power electromagnetic waves, etc,;

(b) Means of installing a program, technical device, etc. that enables to circumvent
normal protection and authentication processes for access to the information and communications
infrastructure in the information and communications infrastructure;

3. The term "cyber security incident" means a situation took place by any act of

electronic intrusions.
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<. Framework Act on National Informatization®®

QUILAIA"
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°® Act No. 14572, Mar. 14, 2017
°° Article 1 (Purpose)
The purpose of this Act is to contribute to the realization of a sustainable knowledge
and information based society, and to improve the quality of life for the nation by prescribing matters
necessary for the establishment and promotion of the basic direction of national informatization and

policies relevant thereto.
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&. Electronic Government Act®”
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°" Act No. 14914, Oct. 24, 2017
¢ Article 1 (Purpose)
The purpose of this Act is to facilitate the efficient realization of electronic
government, enhance productivity, transparency and democracy in the public administration, and
improve the quality of life of citizens by providing for fundamental principles, procedures, methods of

promotion, and other relevant matters for the electronic processing of administrative affairs.
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b. Electronic Financial Transactions Act®®

IQUILAIA®
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331N UG UAA1uN1m551u7 Financial Services Commission (FSC) mviun Malua1u

¢ Act No. 21205, Dec. 17, 2026
® Article 1 (Purpose)
The purpose of this Act is to ensure the safety and reliability of electronic financial
transactions by clarifying their legal relations and to promote financial conveniences for people and
contribute to national economic development by creating a foundation for the sound development

of the electronic financial industry.
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" Act No. 18519, Oct. 19, 2021
°% Article 1 (Purpose)
The purpose of this Act is to provide for matters necessary for the organization and
the scope of duties of the National Intelligence Service and for its efficient performance of national

security service.
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https://singapore.mol.go.th/news/%E0%B8%9A%E0%B8%97%E0%B8%84%E0%B8%A7%E0%B8%B2%E0%B8%A1%E0%B9%80%E0%B8%A3%E0%B8%B7%E0%B9%88%E0%B8%AD%E0%B8%87-%E0%B8%A3%E0%B8%B0%E0%B8%9A%E0%B8%9A%E0%B8%81%E0%B8%B2%E0%B8%A3%E0%B8%9B%E0%B8%A3%E0%B8%B0
https://www.bot.or.th/content/dam/bot/documents/th/laws-and-rules/hearing/public-hearing-20250304-hearing-digitalfraudmanagement.pdf
https://www.cgap.org/sites/default/files/publications/Fraud%20Solutions%20WP_web.pdf
https://www.imda.gov.sg/about-imda/who-we-are
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Tud .. bolom wazdruuamelnsaINEUsEINATINeeasmnslasnelulszmaanas
9819818 AN sow aualul A.A. bolbl WA o= aua1ETUY A.A. bobm

o) GausLADULNTIAN A.A. bobm IWinsrimualidesaansfoudedds sMs
wuudnwus (alphanumeric sender ID) wanualuszuunzfou Singapore SMS Sender ID
Registry (SSIR) Wlatlaariunisasuuiasdeffdsiignies uazfmualiidoanuaingdeilals
amnzleugnazyinlu “Likely-SCAM” dawalidruiuaid SMS naenaisanasiosas so nelu
JrewlIan e WhaunaensUeAUldInIN1sAINgT?

@) Fauid A6 okl $surativualinnsuduiimudelumit (facial
verification) H1USEUU Singpass A1m§ugsNIINAdAIIdBega uagdausiieudquiou a.a.
polom lvenBunsn1sfnanlugauinig CPF Aiflanuideags dwalilinusioaunsdinig
vasnasHuTawsTAeTesunisneuiu CPF Tnediveudnsioly

@ ltnsudlungmneidiormununasdneiidunetudmiuyanaiiduseuls
Haa13wlg Uyt Singpass wiaUTdsuinsvetnulaedyeu TaudensainiselydsuinsTe
\Uanedoyan1sidnde Singpass Wedwsanuazaanlun1snszyiALAn

&) 75100918 Online Criminal Harms Act @simuaniiilideostuarsmi
(ex-ante requirements) Tunanwasuseulatifesduiumsieduasesgliuinms uazlisune
uiviisauresglumsdsssivtydviodemidumsdelndldlaesngs wetdeafudligld
eduanlumde @aznanidasazdoaluindedely)

(A) n1sgaasuanmuandensaulaiiuasassuazinieie (Fostering a
safe and trusted online environment)

furasadefuneeonsuiioliuivneing q snseduansnisiiuanuUasnsie
el danansnsiganssunasiufduiusnsesuladdldedneannsty dalud

o) TuiloAUsUIAIINANIUNTTAUILUYINIINTIITUNSABLNILAL T uANATY
Mnsfawns etestunmaindeladlaglildsuouan Tnssurmsvansuislduiulsaounain
Fuvesmuietlestunisidrfeangunsaifienafndauas

o) @ uad AT mdeduUTENeUNIANALENTY 18U Google LileaBNLUY
Hwesauanulasndedmivaunsaivesldludenlus Ineyslviszuuuazgunsaliinnulasnde
Fausdunounsesniuy (secure-by-design) tloanarundssannisvasnaisrinusiauss

o) FUTIUNI5ANUNTOU Shared Responsibility Framework (SRF) wiierviunli
sUIANTLALE TUTNsInsAnuANlAUSURAYOURBNIATN1TANATRIRNA1AINNTTIAUALUUT
133 uaziiielimdeannsalidvdiFondesliednnnidlunsdiiminsnudnanlivjoanii
musnsnstdesiunisvasnaiy



@ fuiadavinlassmsliemmdunussvvuieaduaiedngnmlunisteadiu
AULBIAINNNTVABNA 017 yaradluaansaldudnnis “ACT” lunistosiunisvasnans
Tnemsinauaundndu Scamshield n1sldfaasdunnuasnds nsasiadeudma aniou
YoInsvaena wagmikdanguivihenuiiiedewdodvesunanleuidenunisasnans
viouszrvudiansnldiniesilolimnuidmiuguilae 1wu ssuumsiiiaziuuaiuuaense
Guadﬁqsﬂiiﬂummmaaulaﬂ (Transaction Safety Ratings: TSR) wae Internet Hygiene Portal
(IHP) \louszneumsindulalunisigsnssuesuladedsideyauaz seunau®

(o) seAUITNINUTZNA

Wewmwwumsfidanuduszuviaraenuszarutuluszaulanlunisdans
fudeanANAIngTd Sgunaderlusiag IMDA laanliunisasieanusiuiieduniisanumiugua
TussUszina iedaadunsuanivdsuesdnuiuazanudlafofunmsnisuazuuimily
nstesiurazusIuUsu Cyber Scam Ing IMDA laasuindufinaiuidila (Memorandum of
Understanding: MoU) fiunihisaumiugualus1ausemanaiguns dewasuadianusiuile
FrumsuuaulunisfuiiedunisdeansiiivitesiunisvaenaraardoaulifisUssas Jadu
duviavesnumadagnsmanslusziuszninasemaves IMDA Tunsvhausiufumieau
MiuguansUssmne Woruuszansnmlunsdesiunazusuunumsvasnaisiiing us1y
§09M19N13A 015 0171 TaAuFU (SMS) warn1snsensinsdne Inedanusauileszuing
Useinad ddey tdun n1seudueiusufu United States Federal Communications
Commission, New Zealand Department of Internal Affairs, Australian Communications

and Media Authority wag Malaysian Communications and Multimedia Commission)®®

<. ngvaneiilddeduiieaniu Cyber Scam

() The Computer Misuse Act 1993°% (ngua1g CMA) Junumedgy
Tugnugnnnunedisjanuaunslissuuaeufinneslaofivou laslamznginssudiAedosty
nsirfsteyalaslilasusugn nisudlanieuwnsnugstaya wagnisldusnisaeuiimes
WietngUuszasdiniveu nnuneatiuiiedanuiatesiunmsnsgyiarufiaieatu cyber scam
Tngnss ludfinsnaenarssinussuuidviadesendonmainiwiemuausyuunouinneves
;:JSU Wy Msniedyd msandeya viensidteyaiuses (credentials) lngliveu

Part 1 \iuunidostuiiviminiislunisfuundisidaanuwagnadninost
?i’m%’umsﬁm'maaﬂ‘UwﬂaummﬂﬂmmgwmmﬁuﬁImj section 2 AuunaileudAmy

* UsagiBs03507 0l

% Infocomm Media Development Authority, “Anti-Scam Measures", é‘uﬁ”mﬁ'ai’uﬁ' 5)
1qu1eu oo, 910 Anti-Scam Measures | IMDA

* Fuduieudl b ﬁqmau &b, 3N https://sso.agc.gov.sg/Act/CMA1993ViewType
=Pdf& =20260121200812


https://www.imda.gov.sg/how-we-can-help/anti-scam-measures
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na18uUsen1s 917 “computer”, “computer service”, “damage”, “data”, “intercept” hag
“program or computer program” #1aaA3uUA1I “scam offence” %Wmaﬁﬂmmﬂ@ﬁiquﬁu
Second Schedule Mengnuny wonani Part 1 Seflmnuddnluddasadne sy
naninamiinsnsgiladeidunislindanisidngs (secure access) TWsunaumiodeya ns
nslaglalldueunnn wazmsuiludoyalaglildsuoygyn sudugudailisznounis
Feuenufielu Part 2 faszuy

Part 2 (sections 3-12) {uunsygAindeanuiianungmuis CMA Gewuald
Hu ¢ ngu dail

(n) AanuRaieifunsdidenazldszuunsuinesinedveau (section 3,
section 4 waz section 6) 1ag section 3 1HuauRaguddsluswnsursedoyalunouiames
Taglaifignne du section 4 Wuanuiagudfalusunsuvsedeyaseanuiaznsyyinnauie
Sngunilefinguanertmua vl 9adidues section 4 fio Fundeinliduaszimadis
dudunmadfdaeisiunaniold mngnsgvindianuagldniadrdsiuduedesdioluganuiia
Aeadundnd delns mnuliidednd vioanuAaiineliindunsioun s1ame dmsu section 6
WuamiaiRoiunsliviensindu (intercept®) Vinsresfiameslnefivou %ﬂﬂi@Uﬂﬁqul’jﬂmi
Wispeufiamasiielilaunge computer service laglidgruna n1sdnsuniIsauves
oufineslaglildsueynn waznsldnenfinmoiviegunsaiduiionsyinisfanan Tuds
ulyulengnuneg ﬂa:muwﬁ’zyzjﬁLMéﬂﬁﬁﬁ’&Jﬁﬂﬁ’ﬁgﬁi@ﬂﬁ%’Uﬁ@ cyber scam LWs1EWaAN130l0E19
phishing, credential harvesting W3anssn3udeyaiiothlunasnatmsesulatisinizuduain
nsindaselduimseeuiamesineiiveunousranaiulignisdelnadensnddunsedeyaras
Hideme

(@) AnuAaigafunsuily viane viesuntussuunazdeyaneuiiaines
(section 5 uag section 7) Iag section 5 IwhensnszsignszshiinazaslmAansuiladeya
viodlenlupoufinmesiagliiisna lidnsufluduesdunsudsuuuaemsviediasm
d7u section 7 11A18NTLNINKYT TAVINE TBsUNIUNSITABUNILMRSInEYBUAIEN) NN
samsdnuenadndeierliusslenildaesvioussavsuaveslusunsuviodeyaiifivey
Tunenfinmesanas undydfinguiasviouinguunedldysduaseades “nisdrdedona”
windu uddsdunses “aramiould” uay “Arwanysal” vesszuuLardeya dudunme
ununanuesnsiuasasafelaiueslunsngmneeinn

“® Interpretation
2.—(1) In this Act, unless the context otherwise requires —
etc. etc.
“intercept”, in relation to a function of a computer, includes listening to or
recording a function of a computer, or acquiring the substance, meaning or purport thereof;

etc. etc.
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(A) AuAalslaaiuioafusine dayaiiszysanu (identity) doyailld
Bududanu (credential) uazin3asfiefildnoovainssunauianmes (section 8, section 8A,
section 8B, section 9 way section 10) Ing section 8 31MINISHUAKNYTHANIY SHANITHUID
yomaihideyavioszutlaglifisnnafieusslonilneiveu ilonsduiveusengmune
violainnazneliAnenaundemelneiveunnsdu vzl section 8A wag section 88 1u
unniieatosiu national digital identity service LLazsz’J'auuam%’ﬁuéTuﬁmu (credential)
YosyARadU @ section 9 WuAMRAABIAUMTTAM 1 vieimeunsteyaduyanadiliun
T,ﬂch'Jwﬂuumﬁﬁg@’aquuwmﬁwiuﬂgmuwEnf uag section 10 31928N5EANT ATOUATES UIBIANTS
Avwesdwiuldlumsnssvhanufiauissanm Seldud gunsafla q nuidusunsuaeyiames
FaldsumseenuuuriesauladlaeiiingUssasdvdn vieannsaldld eUsslemilunsnseyin
AR section 3, 4, 5, 6 waz 7 sfanu fan s viedeyaludnuaizadiendaiuds
liaunsadnisreuinesla U%ﬁﬁg@’ﬁﬂ&jmﬁﬁé’ﬂwmzLfluwﬁ’zyﬁjﬁmmﬁmiué’ﬂwmzLs'?m
UaaAu (preventive offences) ﬁﬁ{wﬁ”mq%%aqawﬁywﬂism’lgﬂLLGfGE'JguLm‘ﬁsJuﬂﬁaa'Nm'wffm
Tnetangluuiun cyber scam danisdiowetiyd uoudeyaiusesianu (credential) TigBu v
deedeyaduynnaiildunlaeivey dnidunalndrflunssmaeiagnseiuazvenenanis
MaeNaN

(1) Arudai tanwusdumnanssdidaiisadasiunsuianesi ldsu
AMNAUATY (protected computers) (section 11) 5&LﬂulwlLﬁmiwwﬁmi’umsniw‘hmmﬁm
17iLﬁ'm%mﬁ’ummﬁaLmai‘ﬁl@f%mmﬁmmamﬂuﬁmw LLuaﬁmﬁuawwﬂ’mzﬁaﬁa@juugmﬁldﬂmm
FemesieszuuasuiinmesunsUssaniinansenuseasisaionmsuAsgIniUNR Jsauans
Isunmsduasesiidudundn

(@) ANuRagILETUSYY Weren isenssrinnnsnIsuMTietilugaauin
muﬂgwmaﬁ (section 12) eTfQﬁ’zyz:yfmﬁmiaﬁumu Asneen niensnszvidududu
WEUNS vidauitedaasumsnssvharuinnungnetl Wuarnuieldiuiy Seililesed
voangrneatiuiaseunquituimardnnis madhds meld msdautas msliaumedoyanie
\w3ealle masnauNanIENUTSIBLTe protected computers aguduAIRUATUINES

(&) The Online Criminal Harms Act 2023°° (nguung OCHA) 1Jungwune
finsTuiiolsgiind esilounsnusafanssueeulatiifsadestunisneaivyinssuldedis
fuazdivsganiam laslanzmsvasnarmslaivesuagianssulaesiidusunse
nuaneatiuifadlijuissmsssfudemifangmnewinity urfieseuaguanasnisdeioaty
msffugluimsunanlesuseulatl uaznalntsduldviefliufoamumdsesigie

0 dududotud o ﬁQU’lEJu &, 910 https://sso.agc.gov.sg/Act/OCHA2023?ViewType
=Pdf& =20260814195031



yarauazAanssufiognieldiasduuianguans OCHA diulumuiivygalily
Section 2 Bausnedueléiiu o ngu e (o) yana waz (o) M3nsevih aedlsiii Section 2
ﬁﬂﬁﬁaﬁmﬁﬂﬁmsuﬁﬂ‘wmaﬂixms 1 “online activity” “online location”, “online material”,
“Singapore person”,“specified offence”, “Part 2 direction” wag “Part 6 order” §ad UFIUY
unRnvemnalndsiuldmungmneatiuiide

NSRRI OCHA anfndud el i Al unisusstaaniy
(designated officer) ﬁLwﬁumimﬁ'ﬂ’iﬂﬁﬁmmﬁmﬁﬁ’mumﬁ (specified offence) AaTuudn
uardifanssuesuladfifuluiiodnaiunsnsgianufindu wiefnnasdeniewmsldelsdn
Aanssuooulaflaifumsinisunmvieduluiiodaaiunisnssimuiiafeddy scam vie
AmuAnReafuRInssulaueTiusunsie (malicious cyber activity offence) et NNy
atuiliad enloatuanufin Cyber scam Tagass ins1elignuiasgidunsnuaslidusssoe
w3 viesvesiinanssnoouladuiming “8e” densnasnawiefanssuluivesiiiu
JUNTY

meld Part 2 W wthiienaeenmdsld ¢ Yszian 18w (o) Adalisziunis
doan3 (stop communication direction) LitelWgmuauiidomiliisriomioidwesanud
ooulavifiiedosauidon vgafiu Inad favn videdstailomiiediedu wieladunisndri
aonuiteaulatidu (b) Mmaslitansidds (disabling direction) Lﬁaiﬁéﬂﬁu‘%miaaulaﬁ%mi
dnfsvesanaludsaluideidonmieanuiieeulatifiAsadesuuuinisuesn () mdslady
n15uds (access blocking direction) tielviEliuinsdumesidnladunmadnfwesyanaly
aanlusludsdenseanuiooulafiiiendes («) Adsddatayd (account restriction direction)
iislieugaviedrinnisufduiusseninsdnydnftesiuyaaaludenluf Fsenamuianised
s2du niediausilsddunesusniseeulall uas (&) mddlwauney (app removal direction)
dielgliuinissmiowedssiumamsunsuazdudsnaniniivanueuiiAsadeddneyanaly
denlus

UBNINLNATMTRNIETIRINA1IUE Ny OCHA il Part 4 Fdlviruraun
competent authority f1muausnisesulatursUssianliiduuinisesulady fnua
(designated online service) I snniftudnuinmstugnlividetuultuasgnldlunisdmisaiy
avmnnvienoaruiinlunguarufaiiieades wasyaraludsalufamnsadnfesnmaduld e
nsimuautuuds competent authority 91999nkWIAUR (code of practice), NidaNA
TilduwiuU% (code application notice), niladaundslviuilutounnsad (rectification notice)
wagAdsliddunininig (implementation directive) il eadulsiglstuinnsdnlilszuy
n3rUIUNS iesnasmsiunzaslunsannidssinanuiiaiiiadedls

Tudifves Cyber scam WImsN19A4 Part 4 way Third Schedule daaud1Agy
oe19Be wgldldafissnisavndoudenidomilifuligm uidstmuainguszasduss ssuy
vounsnsAgliunsied wu msanmsdudavesdldludsalusvie scam videRansauloiuesd
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Judunsie msnseaeuauwiaswesdyd nstestulndvasunaznisiasuds mssudeya
1nflfiAIRY scam fAasds nsuaniasudeyaiy competent authority M3msaaduLas
fudaudegn mafuinudeyadioatuayumsivaiu uaznsdinalndunseamsdissiuosulad

yngFumdwsedluinishivfvRnmudefmuadana1n ngmneddisnna
competent authority 8en Part 6 orders against non-compliance 168n e Usziam lowd fds
Unfun1sudda (access blocking order), fddlauuay (app removal order) warAdssnn
n9l#U3n13 (service restriction order) Wies1inniediatunisliuimavesglviuimsalaiugin
mudady sudunalndsdulireideaiiolinisunsnuesvesisivssavsualuns joa

Tunsalfiglisumdmszasdasldudaidasanann OCHA fmuanalamumuuay
anasalld lnedilalddouAiegnanineingnssalae “A1a” waueld nandfe §iAsu “Part 2
direction” &0 ufwelwiiarsanlue (reconsideration) siatd 1mrin7idi Lo Sunisus asia (designated
officer) Aoy wazmndslinelodsgnssainonnzRinrsannuniuds (Reviewing Tribunal) 1éf
a1k lAsU Part 6 order AesTasvalvinisiiansanivaise competent authority fouKd73s
gvssalfonuzinnsanunIufdsld vasiinsdmdwvidededmunni Part 4 filavSenssaloy
Jugmssninofguuns uazsguunIonvodenuiuvesnanssunsAUInvInisgnssal
(Appeals Advisory Committee) 11U5enNaUNITNAITUN

uanani OCHA §ilvsuraiondeyaiisidudenisuimangvuiouasnis
duauAsaduianssussulay (online activity) MAsudesduaiuiingidmun scam ude
AR fuAanssulaefiludunseld wagiundmunlnwdmiunshiufoing Part 2
directions, nifsdoudsliulutounnias, MAsldudumngng, Part 6 orders wazmisdauds
Bondoya Tauarmuadesdored aruiefdulduasUssiuim wasasunamadiniunis
nseinuensweIandnshivie
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Sendeyaiieatiuayunisavaiuwazlesiunnudemeaiant1®
() The Protection from Scams Act 2025°" (nuune PSA) tungmuned

yadesiuanuidemeainnisvasnanmaleivesingnisunsnueanienistulagnsineinie

° iemaildusulsainduanunany “Sylafndmesunseiduanuiinangivmin

gaularivesdsnlud (The Online Criminal Harms Act 2023 :0CHA)” Gsduilu “ngufinians” 4 o atiu
T o (A.A. —N.0. bé&ba) U1 od-oc, dUAULT 97U o TaUIgU b&ox, 3110
MDUyMDU1MDNhMDdIMDVjMDUwMDNIMDdiMDQyMDY3MDNkMDdIMDRIMDU 1MDc4AMDRmMMDZjMDUO

o duduifletuil ﬁqmau &b, 9N https://sso.agc.gov.sg/Act/PSA2025?ViewType
=Pdf& =20251030155907
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