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® PROTECTION FROM HARASSMENT ACT (CHAPTER 256A)
ﬁUﬁuLﬁa o, Q;Jm‘ﬁ’uﬁ W.A. b&oem https://sso.agc.eov.sg/Act/PHA2014
© What Is Doxing? (And Why Is It So Scary?) HTML.COM
ﬁUﬁuLﬁa & qmmﬁuﬁ W.A. b&om https://html.com/blog/doxing/#ixzz613RU8U8Z

® Cambridge Dictionary - Doxing - the action of finding or publishing private information about someone on the
internet without their permission, especially in a way that reveals their name, address, etc.: Doxing may be carried out for
law enforcement reasons, as well as being used to harass or victimize people.
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- Publicly available databases and social media websites can be used for doxing.

- The FBI warned that law enforcement personnel were at risk from doxing and identity theft.

- Online activists are exposing the identities of people photographed at a far-right rally, but this doxxing raises
questions about privacy and free speech.
duduile oo Qmmﬁuﬁ W.A o&om https://dictionary.cambridge.org/dictionary/english/doxing

€ Amendment of section 2 3.—(1) Section 2 of the principal Act is amended — “identity information” means
any information that, whether on its own or with other information, identifies or purports to identify an individual, including
(but not limited to) any of the following:

(a) the individual’s name, residential address, email address, telephone number, date of birth, national registration
identity card number, passport number, signature (whether handwritten or electronic) or password;

(b) any photograph or video recording of the individual,

(c) any information about the individual’s family, employment or education;

€ PART 2 OFFENCES - Intentionally causing harassment, alarm or distress

3.—(1) Anindividual or entity must not, with intent to cause harassment, alarm or distress to another person
(called in this section the target person), by any means —

(a) use any threatening, abusive or insulting words or behaviour;

(b) make any threatening, abusive or insulting communication; or

(c) publish any identity information of the target person or a related person of the target person,

and as a result causing the target person or any other person (each called in this section the victim) harassment,
alarm or distress.

° What is doxxing? Publishing a victim's identity information with the intention to harass, threaten or abuse. Often

seen as part of "online vigilantism" campaigns. Ministry of Law Singapore #ufuiile e Qmmﬁua‘ W.A od&om

https://www.mlaw.gov.sg/files/news/press-releases/2019/04/D_Doxxing_General.pdf
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% Second Reading Speech by Senior Minister of State for Law, Mr Edwin Tong on Protection from Harassment
(Amendment) Bill. Ministry of Law Singapore &ufuLile s Q;Jm‘ﬁuﬁ‘ WA lo&om

https://www.mlaw.gov.sg/news/parliamentary-speeches/second-reading-speech-sms-edwin-tong-poha-amendments
“viral - very popular and spreading very quickly among a large number of people, especially over the Internet. -
Cambridge Dictionary #Ufuiile e NUAMNUS W.A bdon

https://dictionary.cambridge.org/dictionary/english-thai/viral



https://e-jodil.stou.ac.th/filejodil/17_3_570.pdf
https://www.mlaw.gov.sg/news/parliamentary-speeches/second-reading-speech-sms-edwin-tong-poha-amendments
https://dictionary.cambridge.org/dictionary/english-thai/viral

) LAW for ASEAN (3

ol by the Office of the Council of State of Thailand

frudunlfuazizumonm shlsifeulasseutsanuaulomniion uaziviasgniBeurinvusdeunn
Tneinadla naseumsetoemsdmiumneainaedufesihinfnassads

nsdifiaes ndsamvnidsalusnunmesvesiatesuuuden Tumblr Afidemanneunans
ndrnduldsutonnuitlifisUszasdludnunzaes Texual harassment™ uagnuiumoulanmii
mandithu mevdansieaeunuiniieuremdsanidananlididiud Te sude fiog warielsaFeu
gauluni wo deanun vlindeanuinanunduasnnsemaiiedeseenaintiu

nsdifiany Womwesngransatuudly Ienfegrensdaruduiusduidanildidnsdu
wazdenilsldmeunidonnuvudooulatnanaideminandnindndiedionnisdrdeunane
woumsunIzUnng wneadlnsdnidefe wardalililihensstuiuiadomnismeunddenan

Usensiany vauziinisienflind miung@nssu Doxing vasdsalusgnaniiundlaeuntaya)i
YOINYMUENAIBATU @13z 1AgUBINITUAlUIANN N POHA MiigfuaulnuasngAnssy
Doxing Hileuveunenidugesnsd fail

I
VYU a

nsalusn ANURRdmTUNSIHELNSTeLATEUMIRUYeIYAnadulaediianu i tugnaIsaziile

Y

gnanAy w3slasuAudene
11957 m (0) °° MuualiyaradauAanInlaHEuNT Toyase uiInuYIuARADY Y3BYRY

[
Y 1

yAraneIdesiuyanatu (related person) *° Tnefsunliguugnawaside gnanau wialisu

Y Y
ANNANLLEEYIE IneimualneUsyu & ooo AoaansawAlls 159317 @oo,000 UMM KAL/MT0I1AN
o Wou n3ansT iy uenandl Sulunvygiinulnwdmsulinddadulidemenlansei
ANURAMNINAS IR A B BN

° Jaqtuaruiisulunisasdoaumdnsdng (texting) Idvilmianmdwilmitusndmilsde Texual harassment G
21nAN91 texting + sexual harassment LLazﬁmwwmEmmmﬂmuﬁu&lmiﬁﬁ@mm%ﬂ 9 Iﬂaqﬂﬂaﬁlﬂﬁwﬂmm Fadudgmil
fdaunsvansagiesinda esewe lumyiinfoguidendsdernumadnsiwirudulssd Sndmieiifamumneafieriuiu Texual
harassment #e text stalking dau text stalker muneds Auiidedaninugn o LﬂuﬂizﬁnﬁapﬂﬂQuﬁwulﬂumiﬂﬂmu - “English
Today” @010uN1®¥ PWAINTANNINETEY WA, ¥aSU viudny
http://www.culi.chula.ac.th/salc/images/ENG%20Today%20PDF/Eng.-76%20(Texual%20harassment).pdf

o0 §raud 105907 «

°® Amendment of section 2 (d) by deleting the definition of “respondent” and substituting the following
definitions:

“related person”, in relation to a person, means another person about whose safety or well-being the
firstmentioned person would reasonably be expected to be seriously concerned,

" New sections 8B and 8C

11. The principal Act is amended by inserting, immediately after section 8A, the following sections:

“Enhanced penalty for offence against victim in intimate relationship with offender

8B.—(1) This section applies where an offender (A) is convicted of —

(a) an offence under section 3, 4, 5 or 7 that is committed on or after the date of commencement of section 11 of
the Protection from Harassment (Amendment) Act 2019 against a victim who was or is in an intimate relationship with A; or

(b) an offence under section 10 that is committed on or after the date of commencement of section 11 of the
Protection from Harassment (Amendment) Act 2019 for failure to comply with an order given in respect of a victim of a
contravention of section 3, 4, 5 or 7 who was or is in an intimate relationship with A,

and the enhanced penalty under section 8 does not apply to that conviction.
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(2) The court may sentence A to punishment not exceeding twice the maximum punishment that the court could
impose for the offence under section 3, 4, 5, 7 or 10 (as the case may be), if at the time of committing the offence A knew
or ought reasonably to have known that the victim (B) was or is in an intimate relationship with A.

°< Amendment of section 5

6. Section 5 of the principal Act is amended —

(d) by inserting, immediately after subsection (1), the following subsection:

“(1A) An individual or entity must not by any means publish any identity information of another person (called in
this subsection the victim) or a related person of the victim, either —

(a) with the intent —

(i) to cause the victim to believe that unlawful violence will be used against the victim or any other person; or

(ii) to facilitate the use of unlawful violence against the victim or any other person; or

(b) knowing or having reasonable cause to believe that it is likely —

(i) to cause the victim to believe that unlawful violence will be used against the victim or any other person; or

(ii) to facilitate the use of unlawful violence against the victim or any other person.”

(j) by inserting, immediately after subsection (3), the following Illustrations:

“Ilustrations

(@) X and Y are classmates. X writes a post with threatening and abusive remarks against Y on a website accessible
to all their classmates. X writes a subsequent post on the same website, stating Y’s identity information and stating “Everyone,
let’s beat Y up!”. X is guilty of an offence under this section in respect of the subsequent post.

(b) X writes a public post on a social media platform containing threats against Y. X publishes a subsequent public
post stating A’s home address and a message “I know where you live”. X is guilty of an offence under this section relating to
conduct mentioned in section 5(1A)a)(i) if X intends the subsequent post to cause Y to believe that violence will be used
against A, or an offence under this section relating to conduct mentioned in section 5(1A)(b)(i) if X knows that it is likely that
Y will believe that violence will be used against Y as a result of X’s subsequent post.

(c) X writes a post (on a social media platform to which Y does not have access) containing threats of violence
against Y and calling others to “hunt him down and teach him a lesson”. B posts Y’s home address in reply to X’s post. B is
guilty of an offence under this section.”; and

(k) by deleting the words “or provocation” in the section heading and substituting the words “, provocation or
facilitation”.

@& PROTECTION FROM HARASSMENT ACT (CHAPTER 256A) - Fear, provocation or facilitation of violence - Illustrations
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(c) X writes a post (on a social media platform to which Y does not have access) containing threats of violence
against Y and calling others to “hunt him down and teach him a lesson”. B posts Y’s home address in reply to X’s post. B is
guilty of an offence under this section.

®® Laws and Penalties for Doxxing in Singapore (Singapore Legal Advice)

The publisher must have intended to cause harassment, alarm or distress for him to be found guilty of an offence
under the amended section 3 of the POHA. In contrast, a publisher can be found guilty of doxxing under either section 5
offence even if he did not intend to cause the victim to fear violence, or to facilitate the use of violence against the victim.
It is sufficient if the publisher knows, or ought to have known, that his actions are likely to cause this outcome. Fuduiflo o
TuA WA b&om

https://singaporelegaladvice.com/law-articles/laws-penalties-doxxing-singapore-examples,
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